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Deep learning (DL) systems have achieved remarkable success across domains such as computer vision, natural
language processing, and autonomous driving. However, their deployment in safety-critical and security-
sensitive scenarios necessitates thorough testing to ensure reliability and trustworthiness. Unlike traditional
software, DL models lack well-defined logic and rely heavily on data, introducing unique challenges such as the
oracle problem, high labeling cost, and bias detection. Although early survey has provided high-level overviews
of DL testing, the field has evolved significantly over the past five years, with a surge of new techniques and a
growing emphasis on practical concerns like test efficiency and fairness. This paper presents a comprehensive
survey and analysis of 236 DL testing studies, covering six major research communities. We categorize the
existing techniques based on six quality properties: efficiency, robustness & security, fairness, interpretability,
correctness, and privacy. We provide in-depth analyses of the papers in each category using comparative
analyses, distributional trends, and temporal evolution, obtaining 15 core findings. Furthermore, we highlight
the emerging frontier of testing for DL, presenting recent trends, unique challenges, and promising future
directions.
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1 INTRODUCTION

Deep learning (DL) has achieved remarkable breakthroughs across a wide range of domains,
including computer vision [68, 170, 240], natural language processing [44, 61], healthcare [69, 70],
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and autonomous systems [19, 94]. As DL models become increasingly integrated into safety-critical
and security-sensitive applications, their quality and reliability are becoming central concerns for
both the software engineering (SE) and machine learning (ML) communities. In particular, failures
in DL systems may lead to severe real-world consequences, which highlights the urgent need for
comprehensive and structured quality assurance practices.

However, testing DL systems poses fundamentally new challenges that distinguish them from
traditional software. Conventional software is governed by explicit logic and deterministic control
flows, enabling established testing techniques to operate via clear specifications, code coverage
criteria, and test assertions [307]. In contrast, DL systems are data-driven and trained on massive
datasets, leading to implicit decision boundaries that are difficult to interpret or verify. These
characteristics introduce new challenges for testing. Among them, one of the most fundamental is
the oracle problem [281]. In the context of DL testing, oracles are typically not automated and often
rely on manual labeling to determine expected outcomes. As a consequence, the cost of labeling
large-scale test data can be substantial [75], since manual annotation often demands significant
human effort, time cost, and domain-specific expertise. Moreover, ensuring the fairness of DL
models has emerged as another critical concern [42]. This is because DL models may inadvertently
learn and amplify biases present in the training data, leading to discriminatory outcomes against
certain demographic or social groups.

In recent years, the research community has proposed a wide range of testing techniques tailored
to the characteristics of DL models (as shown in Figure 1). These techniques address diverse quality
goals such as correctness, robustness, security, interpretability, fairness, and privacy. Despite this
growing body of work, the field remains fragmented: these techniques are distributed across
different research subfields, and most existing surveys [43, 198] tend to focus on specific sub-
topics, lacking a unified methodological foundation and systematic analysis. Moreover, these works
are developed across multiple research communities (e.g., the software engineering and machine
learning communities), but there is a lack of comparative analysis across communities, namely, an
analysis that examines how different communities approach similar testing goals using different
methodologies, underlying assumptions, and research emphases.

In 2020, Zhang et al. [281] conducted a comprehensive review of machine learning testing, sum-
marizing key challenges and categorizing existing techniques along several important dimensions.
This work laid an important foundation for the field. However, research on DNN testing began to
take shape around 2017, and the body of work available in 2020 was still relatively limited compared
to the much larger and more diverse body of research available today. As the landscape of deep
learning testing has evolved rapidly in recent years, there is a pressing need for an updated and
more comprehensive survey that captures recent advances, re-evaluates previous taxonomies, and
synthesizes trends across a broader and richer collection of studies.

In particular, recent years have witnessed a surge of new research targeting several popular
testing properties. For example, as shown in the study by Chen et al. [43], there was a significant
increase in the number of papers on fairness testing from 2020 to 2023. In addition, prior to 2020,
fault detection techniques aimed at improving efficiency were primarily based on coverage-based
methods, which leveraged neuron coverage metrics [172, 191]. However, over the past five years, a
variety of more advanced techniques have emerged, including confidence-based methods (which
utilize the model’s prediction uncertainty), surprise-based methods (which assess the novelty of
inputs with respect to training data), learning-based approaches (which train auxiliary models to
predict the misclassification probability of test inputs), and even more recent innovations such
as CertPri [301] and ATS [81]. These developments motivate a fresh, in-depth review that not
only updates the field but also enables researchers to better understand the state of the current
landscape, identify gaps, and explore new research opportunities.
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Testing Techniques in Deep Learning Systems: A Survey 3

In this paper, we present a structured and comprehensive survey of DL testing techniques, with
a particular emphasis on their underlying methodological principles. We adopt a taxonomy-driven
approach to organize and analyze 236 representative papers drawn from seven major research
communities. For each category of techniques, we identify mainstream research directions and
trends, and analyze cross-community differences, particularly highlighting the differences between
the software engineering (SE) and machine learning (ML) communities in terms of research focus,
methodological assumptions, and testing objectives. Our study obtained 15 key findings that
collectively reveal the methodological evolution of DL testing, the shifting research priorities across
communities, and emerging challenges that remain underexplored.

We adopt a broad and unified definition of “DL testing”: any activity designed to reveal defects,
vulnerabilities, or undesirable behaviors in DL models. Based on our literature analysis, we classify
testing techniques according to six major quality objectives (as shown in Figure 2): 1) efficiency, 2)
fairness, 3) interpretability, 4) robustness and security, 5) correctness, and 6) privacy. Each objective
is associated with different strategies such as test prioritization, coverage analysis, adversarial input
generation, or fairness bug detection [42, 75, 172].

Notably, we performed a thorough manual checking process on the collected papers to ensure
both their relevance and quality. As a result, 80.1% of the surveyed papers are published in top-tier
venues (Core Rank A*), covering a broad range of research communities. These include SE venues
such as TSE, TOSEM, ICSE, FSE, ASE, and ISSTA; machine learning venues such as NeurIPS, ICLR,
ICML, and JMLR; computer vision venues including CVPR, ICCV, and ECCV; natural language
processing venues such as ACL, EMNLP, NAACL, and TACL; security venues like IEEE S&P, USENIX
Security, CCS, and NDSS; and other relevant venues in data mining (e.g., KDD, WWW, TKDE) and
systems/networking (e.g., OSDI, SOSP, NSDI).
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Fig. 1. Deep Learning Testing Techniques Publications

In summary, this paper makes the following contributions:

e Landscape. The paper presents a comprehensive and up-to-date overview of deep learning
testing research to date, covering 236 papers published from 2015 to 2025 across six major
research communities.

o Survey. The paper conducts a structured survey of DL testing techniques across various publish-
ing venues, such as software engineering, machine learning, security and data mining.

o Analysis. The paper conducts in-depth analyses of the surveyed papers, including comparing
approaches in the SE and ML communities (in terms of methodologies, research focus, and testing
objectives), identifying trends in emerging research directions, and distinguishing mainstream
approaches within each subfield. In total, the study obtains 15 key findings.

e Horizons. The paper discusses challenges and outlines research opportunities that can promote
future advancements in the field of DL testing.
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PRELIMINARIES

This section reviews the fundamental terminology in deep learning, aiming to establish a clear
foundation for understanding the testing methodologies and analytical techniques discussed in
later sections.

2.1 Deep Learning

Deep learning is a subfield of machine learning that employs neural networks with multiple layers
to automatically learn hierarchical representations from data. A typical deep learning system is
composed of the following components:

Dataset: The performance of deep learning models heavily depends on the availability of large-
scale and high-quality datasets. These datasets serve as the foundation for training, validating,
and evaluating models, and are typically divided into the following categories:

— Training data: Used to learn the parameters of the model. Through iterative optimization
methods such as backpropagation and stochastic gradient descent, the model learns the
mapping from input features to output targets.

— Validation data: Used during training to fine-tune hyperparameters (e.g., learning rate, regular-
ization factors) and to monitor model performance, helping to detect and prevent overfitting.

— Test data: Utilized after training to assess the model’s generalization capability on unseen
data. A well-designed test set provides a realistic estimation of how the model will perform in
practical deployment scenarios.

Benchmark datasets such as ImageNet [58], COCO [164], MNIST [147], and CIFAR [143] have
played a crucial role in advancing deep learning research by enabling fair comparisons across
models and tasks.
Model: Deep learning models are composed of multilayer neural networks that automatically
learn hierarchical data representations through successive transformations. Typical architectures
include CNNs [147] for spatial data, RNNs [225] for sequential data, and generative models such
as GANs [90] and VAEs [140] . These models are trained using optimization algorithms like
stochastic gradient descent (SGD) [23] and adaptive methods such as Adam [139] to minimize
loss functions over large datasets.

Learning Program: The procedural logic for defining the model architecture, specifying training

objectives (e.g., loss functions), and implementing optimization strategies.

Framework: Software libraries such as TensorFlow [189], PyTorch [131], MXNet [39], and

Caffe [124] that abstract and accelerate model development, training, and deployment. Many

frameworks also support distributed computing and GPU acceleration.

Deep learning has demonstrated performance across a diverse set of tasks covering multiple

domains, including computer vision [63, 133], natural language processing [61, 188], speech recog-
nition [15, 89], and autonomous systems [129, 130]. Representative task categories include:

Classification: Assigning discrete labels to inputs, such as in image recognition or sentiment
analysis.

o Regression: Predicting continuous values, e.g., age estimation or trajectory prediction.
o Sequence Modeling: Capturing temporal or structured dependencies, essential in language

modeling, speech recognition, and video analysis.

Generative Modeling: Learning data distributions to synthesize realistic samples, using models
like GANs and VAEs.

Control and Decision-Making: Optimizing actions in interactive environments, foundational
to reinforcement learning applications such as autonomous driving and game playing.
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Testing Techniques in Deep Learning Systems: A Survey 5

2.2 Deep Learning Testing

Testing DL systems involves evaluating and validating models with respect to various quality
attributes, including but not limited to performance, robustness, correctness, and security. As
DNNss are increasingly integrated into safety-critical and high-stakes domains such as autonomous
driving, healthcare, and finance, testing practices have become essential to ensure their reliability
and trustworthiness [10, 149]. Compared to traditional software systems, DNNs introduce unique
challenges for testing. One major distinction is the lack of a clearly defined oracle (i.e., the expected
output could be ambiguous or subjective). Moreover, unlike traditional software engineering,
where test oracles can often be automatically derived from formal specifications, assertions, or
reference implementations, DL models typically lack such precise specifications. As a result, oracle
construction for DNNs often requires manual labeling, which introduces additional cost and
potential uncertainty. This has led to a growing body of work aimed at reducing labeling effort
through techniques such as input prioritization, sampling, and test selection.

From another perspective, unlike traditional software systems, deep learning models are also
susceptible to fairness concerns. This is primarily due to their data-driven nature. DNNs learn
patterns directly from training data, which could reflect societal biases or underrepresent certain
demographic groups. As a result, models can exhibit disparate performance across subpopulations,
raising concerns about equity and trust. In recent years, research on fairness testing and mitigation
techniques for DNNs has gained increasing attention in both academia and industry [42, 43]. In
this paper, we organize the existing literature on DL testing based on the specific quality attributes
targeted by different testing techniques, aiming to provide a structured and comprehensive under-
standing of the field, identify common trends and challenges, and highlight promising directions
for future research.

3 TAXONOMY OF DEEP LEARNING TESTING TECHNIQUES

Deep Learning Testing Techniques

[
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This section presents a taxonomy of deep learning testing techniques. It categorizes existing
methods based on key testing goals, including efficiency (how to reduce cost), robustness and
security (how to resist perturbations and attacks), fairness (how to ensure equity), interpretability
(how to explain), correctness (how to detect label errors), and privacy (how to protect data). Figure 2
illustrates the overall structure of this taxonomy. Our taxonomy is methodology-centric, which
organizes testing techniques based on their underlying assumptions, mechanisms, and evaluation
paradigms. This taxonomy offers two key contributions: 1) It reveals the underlying methodological
structure shared across disparate fields, such as test input prioritization or coverage-based adequacy
metrics appearing both in SE and ML contexts; 2) It enables cross-community comparison, helping
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researchers identify reusable patterns, adapt techniques across domains, and better understand the
testing landscape.

3.1 Efficiency Techniques

These techniques focused on reducing the labeling costs (i.e., the effort required to annotate test
inputs with ground truth labels) for testing the deep learning systems. The motivation is that,
labeling all test inputs to verify the correctness of DL models can be expensive: 1) Manual annotation
remains a mainstream approach. 2) Test sets can be large-scale. 3) Domain-specific expertise can
be required to accurately label test inputs. For example, in the medical field, labeling images for
diabetic retinopathy (DR) detection requires specialized knowledge in ophthalmology [289]. Existing
methods can be categorized into: fault detection techniques (cf. Section 5.1), accuracy estimation
techniques (cf. Section 5.2), and sampling-based model retraining techniques (cf. Section 5.3).

3.1.1  Fault Detection.

Fault detection methods aim to identify tests that are more likely to be misclassified by the
evaluated deep learning model. By labeling and executing these tests earlier, developers/testers can
speed up debugging, improve testing efficiency, or leverage these potentially misclassified tests for
efficient retraining to improve model performance. From the perspective of strategy, these methods
can be broadly categorized into: test input prioritization (ranking), test input selection (selecting),
test adequacy evaluation (measurement), and test input generation (creating).

(1) Test Input Prioritization: Test input prioritization aims to identify and prioritize potentially
misclassified test inputs, without discarding any of the tests. Labelling such fault-revealing
inputs earlier facilitates earlier debugging, thereby enhancing the efficiency of DNN testing.
The concept is inspired from traditional software testing, where test prioritization seeks to
detect faults earlier during test execution [206], typically guided by coverage metrics.

(2) Test Input Selection: Test input selection aims to select a subset of test data that is more likely
to be misclassified [174]. Unlike test prioritization, these methods do not retain all test cases.
Instead, they select a portion of the tests to accelerate the debugging process or to retrain the
deep learning model to improve its performance.

(3) Test Adequacy Evaluation: Test adequacy evaluation aims to assess whether a test set is
sufficiently effective at revealing faults in the DL model [135]. Some mainstream methods
include neuron coverage [172], surprise adequacy [135], and mutation score [173].

(4) Test Input Generation: Test input generation aims to automatically construct inputs that
expose potential faults or inconsistent behaviors in DL models. Early methods include DeepX-
plore [191], which first introduced neuron coverage and differential testing for test generation.
Subsequent research proposed a variety of generation approaches, including coverage-guided
fuzzing [102, 186, 229, 263, 272], search-based testing [231, 237, 309], generative modeling [284],
symbolic execution [93, 222], and metamorphic testing [67].

3.1.2  Accuracy Estimation.
Accuracy estimation aims to estimate the accuracy of the entire test set by selecting only a small
subset of tests from the original test set (or even not selecting any tests) [37].

(1) Sampling-based methods: These methods select a subset of representative tests from the
original test set to label, thereby reducing the labelling efforts. Representative methods include
CSE [159], PACE [37], and DeepSample [99].

(2) Labelling-free methods: These methods estimate model accuracy without requiring any
test data labeling, thereby avoiding the cost of manual annotation. They operate by analyzing
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internal representations, model confidence, or training data. Representative methods include
Aries [116] and AETTA [1438].

3.1.3  Sampling-based Model Retraining.

Sampling-based model retraining approaches focus on fine-tuning the pre-trained DL model
with carefully selected and labeled test inputs to efficiently improve the model’s performance. In
the SE community, numerous existing studies [75, 81, 104, 135, 174, 254] have also leveraged fault
detection methods for retraining, thereby improving the performance of deep learning models.
For example, the fault detection metric DeepGini has demonstrated high effectiveness in model
retraining [75]. In the ML community, deep active learning-based methods (DAL) were initially
proposed for efficiently selecting informative samples to train classifiers [96, 167]. Recent stud-
ies [150] have also demonstrated their applicability in selecting informative samples for fine-tuning
deep neural networks to reduce labeling effort.

3.2 Fairness Techniques

Fairness emphasizes that, in the process of automated decision-making, deep learning models should
avoid treating individuals or groups unfairly due to sensitive attributes such as race, gender, or age.
It is important because unfair model decisions can lead to real-world harms such as discrimination,
loss of opportunity, and societal bias amplification, especially in high-stakes domains like hiring,
lending, and criminal justice [178].

3.2.1 Techniques for Detecting Unfair Behaviors.

These techniques aim to detect unfair behaviors in deep learning model predictions. Among them,
one of the most common approaches is fairness-oriented test input generation, which synthesizes
inputs (such as counterfactual pairs or demographically diverse samples) to trigger and reveal
discriminatory behaviors.

(1) Random Generation: These methods sample test inputs randomly from the input space to
evaluate whether the model exhibits unfair behavior when sensitive attributes are altered [12].

(2) Search-based Generation: These methods employ techniques such as heuristic search, evolu-
tionary algorithms, or gradient guidance to actively explore regions of the input space that are
most likely to trigger fairness violations. Representative methods include Aequitas [238] (black-
box methods), ADF [285] (gradient-guided white-box method), NeuronFair [302] (neuron-level
interpretability method), and DICE [183] (information-theoretic method).

(3) GAN-based Generation: These approaches leverage Generative Adversarial Networks (GANSs)
to generate synthetic image samples by modifying sensitive attributes (e.g., gender or skin tone)
while preserving other semantic content [264]. They are commonly applied in fairness testing
for computer vision tasks, including face recognition and gender classification [8].

(4) Template-based Generation: These methods craft manual templates with placeholders for
sensitive attributes (e.g., "<person> got a promotion last week.") and substitute them with
words from different demographic groups to check whether the model produces different
predictions [146].

(5) Verification-based Generation: These methods formalize fairness properties as logical con-
straints and use symbolic reasoning (e.g., SMT solvers) to analyze models for provable guaran-
tees or counterexamples [18].

(6) Other Methods: In addition to the above mainstream approaches, several emerging methods
have also been proposed:

e LLM-based Generation: These methods leverage large language models (LLMs) to generate
counterfactual examples for detecting biases [31].
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o Grammar-based Generation: These methods use context-free grammars to automatically
create well-formed and syntactically diverse test inputs for Natural Language Processing
(NLP) models [219].

3.2.2  Fairness Repair Techniques.
Fairness Repair Techniques aim to mitigate unfair biases in deep learning models, thereby
enabling fairer predictions across protected groups.

(1) Data-level Repair: These repair methods focus on modifying or augmenting the data distribu-
tion before training to reduce model bias. Mainstream approaches include re-sampling [26] and
GAN-based augmentation [197].

(2) Model-level Repair: These repair methods focus on introducing fairness constraints or archi-
tectural modifications directly into the training process of the model. These methods intervene
during model optimization to prevent the learning of biased representations. Mainstream
strategies include adversarial debiasing [151], fairness-aware loss functions [228], and causal
regularization [128].

(3) Post-hoc Repair: Post-hoc repair improve fairness after training. They applies methods like
distillation [177], fine-tuning [71], and prompting [84] to pre-trained models to improve the
fairness.

3.3 Interpretability Techniques

Interpretability refers to the degree to which a human can understand the internal mechanics
or decision-making process of a machine learning model. In the context of deep learning, which
often involves complex and opaque architectures, interpretability helps uncover why a model
makes a particular prediction, what features it relies on, and whether its reasoning aligns with
domain knowledge or ethical expectations. Interpretability is especially important in high-stakes
applications such as healthcare, finance, and legal decision-making, where understanding model
behavior is critical for ensuring safety, fairness, trust, and regulatory compliance. This section
introduces two main categories of interpretability methods: post-hoc techniques, which explain
trained models without altering their structure, and active techniques, which enhance interpretability
by modifying the training process or architecture.

3.3.1 Post-hoc Interpretability Techniques.

These techniques focus on explaining or understanding a trained neural network without
modifying its architecture or training process. The mainstream methods can be categorized as
follows:

(1) Rule-based Explanation: These methods explain model behavior by extracting human-
readable decision rules (such as decision trees or if-then rules). The rules can be local (explaining
why a particular instance is classified a certain way) or can be global (approximating the overall
function of the model). These explanations are particularly useful in safety-sensitive applications
like healthcare or finance [100, 292].

(2) Attribution-based Explanation: These techniques assign importance scores to input features
based on their contribution to the model’s output. In computer vision [121, 217, 224], they are
commonly visualized as saliency maps highlighting influential pixel regions.

(3) Hidden Semantics Interpretation: These techniques aim to understand the internal rep-
resentations learned by neural networks, especially the semantics of intermediate layers or
hidden neurons. For example, in convolutional neural networks trained for image classification,
certain neurons may consistently activate in response to specific visual patterns such as animal
heads, textures, or object parts.
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(4) Explanation by Example: These methods explain a model’s decision by referring to specific
examples, such as similar inputs from the training set that most influenced the prediction. This
approach can be especially helpful when abstract rules or numerical attributions are hard to
interpret.

3.3.2 Active Interpretability Methods.
These methods aim to actively modify the training process or model architecture to enhance the
interpretability of the model. The current mainstream methods fall into four categories:

(1) Decision tree-based methods: These methods modify the model architecture or training
objectives to induce a decision-tree-like behavior.

(2) GAM-based methods: Inspired by classical generalized additive models (GAMs) [106], these
models are designed to output the additive effects of individual input features. Their architec-
ture is structured to make each feature’s influence separable and interpretable, making them
explainable.

(3) Model optimization: These approaches incorporate interpretability-related objectives directly
into the training loss. They actively guide the model to learn representations that correspond
to human expectations.

(4) Interpretable modules: These methods insert interpretable components into the network
architecture (such as prototype layers or concept bottlenecks) during design time.

While active interpretability techniques have attracted increasing attention in the broader ma-
chine learning (ML) community, there is currently very little research in the software engineering
(SE) community that falls under the category of "active interpretability methods". Most interpretabil-
ity methods in the SE field are currently post-hoc (which can be referred to Section 7.1).

3.4 Robustness and Security Techniques

These techniques aim to evaluate the capability of deep learning models to resist perturbations or
adversarial manipulations, thereby ensuring secure and reliable behavior. Robustness has become a
critical requirement in safety-sensitive domains such as autonomous driving, medical diagnosis,
and financial services [34], where model failures may lead to severe consequences.

3.4.1 Testing Against Natural/Accidental Perturbations.

This category focuses on evaluating the robustness of deep learning models against natural or
accidental perturbations that frequently occur in real-world environments. Such perturbations
include various forms of image degradation or transformation caused by environmental condi-
tions, sensor noise, geometric distortions, occlusions, or rendering artifacts [203]. Although these
perturbations are not malicious in nature, they can significantly affect model performance and
generalization. The goal of these testing techniques is to simulate realistic input variations and
assess model stability under such conditions. A more detailed review of representative perturbation
types and corresponding testing methodologies is provided in Section 8.1.

3.4.2 Testing Against Maliciously Crafted Attacks.

These techniques aim to evaluate the robustness of deep learning systems against deliberately
engineered input (such as adversarial examples or data poisoning) designed to exploit model
vulnerabilities.

(1) Data-oriented attacks: These attacks target the training or inference data of deep learning
models by manipulating input samples. For example, poisoning attacks inject malicious samples
into the training set to implant backdoors or degrade performance [98, 211], while adversarial
attacks add imperceptible perturbations to inference-time inputs to cause mispredictions [91,
176].
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(2) Model-oriented attacks: These attacks manipulate the model’s architecture, parameters, or
training process to embed malicious behavior. Common examples include model poisoning
attacks, which degrade performance or cause targeted errors through malicious parameter
updates or tampering with deployed models [288]; model-reuse attacks, where malicious code
is embedded in pre-trained components that later trigger incorrect behavior in downstream
systems [123]; and neural trojan attacks, which embed hidden triggers that activate on specific
inputs during inference while maintaining normal behavior otherwise [169].

3.4.3 Testing and Measurement Frameworks.
Testing and measurement frameworks aim to support the evaluation of robustness in deep
learning models under adversarial and non-adversarial settings. Key focus areas include:

(1) Metric-driven Evaluation Frameworks: These frameworks emphasize designing diverse
and fine-grained evaluation metrics to capture robustness from multiple perspectives. Common
metrics include neuron coverage, perturbation imperceptibility, confidence deviation, and
decision boundary distance [101].

(2) Automated Attack-based Evaluation: This category focuses on integrating multiple com-
plementary adversarial attacks into parameter-free and fully automated testing suites. Such
frameworks ensure reproducible robustness evaluation without manual tuning, and are widely
used in benchmarking [27, 50, 52].

(3) Formal Verification: Formal methods aim to provide provable robustness guarantees within
constrained input spaces. Examples include symbolic analysis or abstract interpretation [85].

(4) Testing-guided Robustness Optimization: These frameworks bridges testing and model
improvement by using test results to guide retraining or repair [221, 246].

3.4.4 Robustness Defense Techniques.

These techniques aim to improve model robustness by mitigating the impact of adversarial or
accidental perturbations [24]. They serve as follow-up actions to robustness testing, addressing
vulnerabilities identified during the testing process. These techniques can be broadly categorized
into the following types:

(1) Mitigation Techniques: These techniques proactively enhance model robustness through
training-time or structural modifications. Common approaches include adversarial training [92,
176], input pre-processing (e.g., denoising or compression) [218, 266], model architecture
changes (e.g., distillation, regularization) [295], and ensemble methods that aggregate predic-
tions from multiple models to reduce vulnerability [235].

(2) Detection Techniques: These methods aim to identify adversarial inputs at inference time
to prevent them from influencing model decisions. Techniques range from auxiliary clas-
sifiers [180], and distribution-based outlier detection [95], to transformation consistency
checks [185, 266], and behavior-based anomaly detectors that monitor internal activations [41,
184].

(3) Adaptive Test-Time Defenses: These defenses operate during inference by dynamically
adjusting input representations or model responses to mitigate adversarial effects [144, 252],
often without requiring changes to the training process.

3.5 Correctness Techniques

These techniques for deep learning focus on verifying whether a model’s predictions and behaviors
align with expected functionality or predefined specifications. While certain techniques (such as
fault detection and accuracy estimation) are related to correctness, they are primarily designed to
improve testing efficiency and are therefore discussed separately in Section 5. To avoid redundancy,
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this section concentrates on correctness-oriented methods whose primary goal is to directly assess
behavioral correctness, including approaches based on test oracles, metamorphic relations, and
formal or informal specifications.

(1) Oracle-based/Oracle-Free Testing Oracle-based approaches use predefined mechanisms
to judge correctness, while oracle-free techniques leverage strategies such as cross-model
comparison, differential testing, or statistical indicators to detect inconsistencies without
requiring ground truth labels.

(2) Metamorphic Testing Metamorphic testing validates model correctness by checking whether
outputs remain consistent or change predictably when inputs are modified through specific
transformations. It is particularly useful when no reliable oracle is available.

(3) Specification-based Testing Specification-based testing verifies model behavior against
defined properties or constraints, such as safety conditions or input-output invariants. These
specifications can be manually written, formally defined, or learned from observed failures,
enabling validation of model conformance to expected behaviors.

3.6 Privacy Testing Techniques

Privacy in the context of deep learning refers to the protection of sensitive information from
unintended leakage during model training or inference. This includes both the privacy of individuals
whose data is used to train the model and the confidentiality of proprietary model parameters or
internal representations [182]. Given the data-driven nature of deep learning models, even black-
box access can potentially leak critical information, raising significant privacy concerns. Privacy is
especially important in domains such as healthcare, finance, and personalized services [127, 168],
where data often contains personally identifiable or confidential information.

Privacy-oriented testing techniques aim to evaluate the extent to which deep learning models
unintentionally expose sensitive information. The purpose is to test the confidentiality boundaries of
a model by attempting to steal proprietary parameters, reveal sensitive training data, or reconstruct
internal representations. Some popular categories of attacks are as follows:

(1) Membership Inference Attacks: Attackers infer whether a specific data sample was part
of the model’s training set by analyzing the model’s response to that input, thereby revealing
information about data participation [215]. This poses a threat to data privacy guarantees.

(2) Model Extraction Attacks: Attackers query the model via its API to collect input-output
pairs and reconstruct a functionally equivalent substitute model. This threatens the intellectual
property and commercial value of the original model.

(3) Model Inversion Attacks: Attackers exploit the model’s output (e.g., confidence scores) to
recover sensitive features or the full data sample.

(4) Property Inference Attacks: Attackers aim to infer certain latent properties present in the
training dataset that are neither part of the labels nor used as input features. For example, in a
disease prediction task, although the “gender” attribute is not included as an input feature, the
training dataset may consist of a specific proportion of male and female patients. By analyzing
the model’s outputs, the attacker is able to infer this gender ratio. Such inference can lead to
the leakage of sensitive information.

4 PAPER COLLECTION
In this section, we introduce the scope of our survey, the methodology for collecting and filtering

relevant papers, and a statistical analysis of the collected literature.
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4.1 Survey Scope

In this study, we adopt a broad and unified definition of “DL testing”: any activity designed to reveal
defects, vulnerabilities, or undesirable behaviors in DL models. To understand the current landscape
of deep learning testing techniques, we collect and analyze 236 relevant research papers published
between 2015 and 2025. Our focus covers multiple testing properties of deep learning systems,
including efficiency, robustness, fairness, interpretability, correctness, and privacy. Specifically, we
use the following selection criteria for collecting papers:

o The paper proposes a novel technique, framework, or method that targets at least one testing
property (e.g., robustness, fairness, privacy) or component (e.g., data, learning program) of deep
learning systems.

e The paper provides an empirical evaluation or in-depth analysis of existing testing methodologies,
tools, or benchmarks in the context of DL system testing.

o The paper introduces datasets, benchmarks, or evaluation protocols that are specifically designed
for testing purposes.

In addition, we prioritize papers published in top-tier venues, including SE conferences and
journals such as ICSE, FSE, ASE, ISSTA, TOSEM, and TSE; ML venues like NeurIPS, ICLR, ICML, and
JMLR; computer vision conferences such as CVPR, ICCV, and ECCV; NLP venues including ACL,
EMNLP, NAACL, and TACL; security conferences like IEEE S&P, USENIX Security, CCS, and NDSS;
as well as other relevant venues in data mining (e.g., KDD, WWW, TKDE) and systems/networking
(e.g., OSDI, SOSP, NSDI). As shown in Figure 3, 80.1% of the surveyed papers are published in Core
Rank A” venues, and 9.7% in Core Rank A venues. Similarly, 77.1% appear in CCF A venues, and
11.0% in CCF B venues. Here, CCF refers to the Chinese Computer Federation’s conference ranking
system, which is widely used in China to evaluate publication quality. CCF A and B denote top-tier
and high-quality conferences, respectively.

Other (24) Other (28)
10.2% Core Rank A (23)
; 7% {hESEE CCF B (26)
oo 11.0%
80.1% 77.1%
Core Rank A* (189) CCFA(182)
(a) Core Rank Venue Distribution (b) CCF Venue Distribution

Fig. 3. Core Rank and CCF Distribution

4.2 Paper Collection Methodology

We follow a keyword-based retrieval methodology, inspired by the approach adopted in previous
surveys [115]. As summarized in Table 1, for each major category in our taxonomy, we construct
search keywords using combinations of terms such as “deep learning”, “neural network”, and
“test”, together with property-specific phrases. For example, to retrieve papers related to efficiency-
oriented testing, we use queries such as “deep learning neural network test prioritization” and
“deep learning accuracy estimation”. The complete list of search keywords used in our study is
presented in Table 1.

Our sources include digital libraries such as IEEE Xplore, ACM Digital Library, SpringerLink,
arXiv, and Google Scholar. Our process consists of two main steps. First, we perform a keyword-
based search using the taxonomy shown in Table 1. For each category, we construct search queries
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Table 1. Keyword list
Category Keywords

deep learning / neural network test prioritization
deep learning / neural network accuracy estimation
deep learning / neural network fault detect

Efficiency deep learning / neural network test select
deep learning / neural network efficient
deep learning / neural network misclassification detect
deep learning / neural network retrain

deep learning / neural network robustness

deep learning / neural network security
Robustness deep learning / neural network natural/accidental

deep learning / neural network robustness measure

deep learning / neural network robustness defense

deep learning / neural network fair

Fairness deep learning / neural network bias

deep learning / neural network interpretability/interpretable
Interpretability ~deep learning / neural network explain
deep learning / neural network attribution

deep learning / neural network oracle
Correctness deep learning / neural network metamorphic test
deep learning / neural network specification test

deep learning / neural network membership
deep learning / neural network privacy
Privacy deep learning / neural network inference
deep learning / neural network extract/steal
deep learning / neural network inversion

that combine core terms. Then, following the previous study [115], we use citation-based search
to identify potentially missing papers. In this step, we search for papers on Google Scholar and
consider: 1) the references cited in the collected papers, and 2) the papers that cite them.

Furthermore, we performed a manual review of all initially retrieved papers after the keyword-
based search. Our goal was to ensure that the included papers not only matched the keyword
criteria but also aligned with the intended scope of this survey. We prioritized studies published in
CCF A or B venues, or in Core Rank A* and Core Rank A conferences or journals.

4.3 Collection Results

Software Engineering (36.8%)
ML (30.5%)

Computer Vision (10.1%)
NLP (9.3%)

Security (5.1%)

Data Mining (1.2%)

Systems and Network (1.7%)
arXiv (5.1%)

Fig. 4. Publication Venue Distribution

In total, we collected 236 papers related to the testing of deep learning systems, published
between 2013 and 2025.
Temporal Distribution: Figure 1 illustrates the temporal distribution of the collected publications.
The X-axis represents the publication year, while the Y-axis indicates the number of papers published
annually. We observe a significant growth in research interest starting from 2017, with the number
of publications peaking around 2023. This trend highlights the increasing attention to testing
methodologies for deep learning systems in recent years.
Venue Distribution Figure 4 shows the distribution of the surveyed papers across different research
communities. The major proportion of the works were published in Software Engineering venues
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(36.8%) and Machine Learning venues (30.5%). The remaining papers are distributed across other
domains, including Computer Vision (10.1%), Natural Language Processing (9.3%), and Security
(5.1%).

5 EFFICIENCY TECHNIQUES

As deep learning systems grow in complexity and scale, testing them becomes increasingly expensive
in terms of both computational cost and manual labeling effort. Moreover, unlike traditional software
systems, where test oracles can often be explicitly defined, deep learning models lack automatic
oracle mechanisms and therefore require manual labeling for testing, which can result in substantial
human and time costs. As a result, improving the efficiency of deep learning testing has become a
critical goal in both research and practice. In this section, we review efficiency-oriented testing
techniques from three key perspectives: 1) fault detection, 2) accuracy estimation, and 3) sampling-
based model retraining. These techniques aim to minimize labeling cost and computational overhead
while preserving or enhancing testing effectiveness. Figure 5 illustrates the workflow of these
techniques, organized according to the three aspects described above.

QA—-8—-R—-B—W—0O

Fault Detection Important Developers Labeled Tests DLModel Incorrect Prediction
Techniques Unlabeled Tests Fault Detection

B—+—Q—0—~2—B—w—

Unlabeled
Tests

Accuracy Estimation Representative Developers Labeled Tests DL Model Accuracy Prediction
Techniques Unlabeled Tests

@ s x g Retrain .”

Data Selection Subset Developers  Labeled Tests DL Model
Techniques Tests

Accuracy Estimation

Sampling-based Model Retraining

Fig. 5. Workflow of efficiency-oriented techniques

5.1 Fault Detection

Fault detection plays a central role in testing DL systems, aiming to identify test inputs that are
likely to trigger incorrect model behaviors. Compared to traditional software systems where test
oracles can be defined, DL models typically lack precise, manually defined specifications, making it
difficult to determine whether a given output is correct. Consequently, fault detection techniques
for DL systems rely on various heuristics and analysis strategies to prioritize or identify potentially
misclassified inputs.

5.1.1 Coverage-based Methods.

These methods leverage coverage criteria (e.g., neuron coverage, layer coverage, and MC/DC-
inspired structural coverage) to evaluate test inputs and detect tests that are more likely to be
misclassified. As one of the earliest fault detection approaches for deep learning testing, coverage-
based methods are adapted from traditional software engineering [191], where coverage metrics
(e.g., statement, branch, or path coverage) are widely used to assess test adequacy.

(1) Neuron Coverage This metric measures the proportion of neurons activated in a deep neural
network when test inputs are executed, thus guiding test selection, prioritization, or test input
generation in DNN testing. Pei et al. [191] (SOSP 2017) first proposed the concept of neuron
coverage, which is inspired from code coverage in traditional software testing [88]. Specifically,
a neuron is considered activated if its output exceeds a predefined threshold for a given input.
Neuron coverage is then defined as the ratio of unique activated neurons to the total number
of neurons in the network across a test suite. Building on this foundational idea, Ma et al. [172]
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(ASE 2018) further extended neuron coverage by proposing a set of fine-grained testing criteria.
To validate coverage-guided testing in real-world safety-critical domains, Tian et al [231] (ICSE
2018) proposed DeepTest, which explores the internal logic of deep neural networks on DNN-
driven self-driving cars. DeepTest automatically generates realistic synthetic inputs and leverages
metamorphic relations to detect incorrect behaviors without requiring manual specifications.
Later efforts expanded neuron coverage into new testing paradigms. Guo et al. [102] (ESEC/FSE
2018) proposed DLFuzz, a fuzzing-inspired testing framework that mutates inputs via gradient-
based optimization to maximize neuron coverage while inducing mispredictions. Similarly, Yu et
al. [272] (TNNLS 2022) introduced Test4Deep, a white-box differential testing method that activates
under-exercised neurons to uncover behavioral inconsistencies without requiring manual test
oracle labeling. More recently, Qi et al. [195] (IST 2024) significantly extended the neuron coverage
landscape by proposing 80 novel metrics derived from both neuron-level and layer-level activation
patterns, monitored not only during inference but throughout training.
(2) MC/DC coverage In addition to neuron-level coverage metrics, researchers have also explored
structural testing criteria inspired by traditional software engineering. Sun et al. [223] (TECS 2019)
proposed a set of structural coverage criteria for DNNs, inspired by the Modified Condition/Decision
Coverage (MC/DC) criterion in traditional software testing, which requires that each condition in a
compound decision is shown to independently influence the overall decision outcome. They abstract
neurons or groups of neurons as "conditions" and "decisions" across adjacent layers, defining four
criteria that capture how changes in one part of the network affect downstream behavior, thus
enabling fine-grained testing of DNNGs.
(3) Coverage-guided Fuzzing Another line of work integrates coverage criteria with automated
input mutation, forming the basis of coverage-guided fuzzing in deep learning testing. Odena et
al. [186] (ICML 2019) proposed TensorFuzz, a coverage-guided fuzzing (CGF) framework for neural
networks. TensorFuzz leverages approximate nearest neighbor algorithms to define coverage in the
activation space of neural networks. To expand the diversity and depth of coverage exploration,
Xie et al. [263] (ISSTA 2019) developed DeepHunter, a CGF framework that integrates multiple
coverage criteria with adaptive seed selection and metamorphic mutation strategies. More recently,
Bai et al. [16] (IST 2024) proposed CriticalFuzz, which advances CGF by incorporating the concept
of critical neurons (neurons that are frequently activated during training and strongly influence
model output). By prioritizing the coverage of these neurons, CriticalFuzz improves fault detection
capability.
(4) Other coverage criteria Beyond activation frequency or structural criteria, a set of recent works
has explored novel forms of coverage that aim to model the decision logic or semantic behavior of
DNNs more precisely. Gerasimou et al. [86] (ICSE 2020) proposed DeepImportance, which uses
relevance propagation to identify neurons with high semantic impact on output decisions. Xie et
al. [262] (TOSEM 2022) introduced Neuron Path Coverage (NPC), which abstracts decision logic as
neuron activation paths and measures how thoroughly a test suite exercises these paths. Extending
this line further, Shi et al. [214] (IST 2025) proposed a Markov model-based coverage criterion that
formalizes the decision logic of deep neural networks as probabilistic transitions between critical
neurons, extracted using Layer-wise Relevance Propagation. Overall, these emerging coverage
criteria aim to capture the internal decision logic and semantic behaviors of deep neural networks
more precisely than traditional structural or activation-based approaches.

5.1.2  Confidence-based Methods.

Confidence-based methods assume that if a deep learning model is less confident in classifying a
test input, the input is more likely to be misclassified. These methods are known for their simplicity
and computational efficiency, with low runtime and operational costs, making them widely
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applicable in practical testing scenarios. As an early representative in this category, Feng et al. [75]
(ISSTA 2020) proposed DeepGini, a classical confidence-based method. DeepGini leverages the Gini
score to quantify the model’s confidence for each test input and ranks all the tests in the test set
based on their Gini scores.

To systematically examine the effectiveness of such metrics, Weiss et al. [256] (ISSTA 2022)
conducted a replicability study evaluating a diverse set of confidence-based techniques, including
Vanilla Softmax, Prediction-Confidence Score (PCS), Entropy, and Monte Carlo (MC) Dropout. Their
findings reveal that these standard uncertainty quantifiers perform comparably to DeepGini in
terms of fault detection effectiveness. Building upon these insights, Recently, Chen et al. [36] (ASE
2024) proposed FAST, which improves high-confidence error detection by dynamically pruning
low-contributing features to recalibrate prediction confidence. Li et al. [160] (ISSTA 2024) introduced
DATIS, which is currently the state-of-the-art approach. DATIS employs a two-step process: it first
identifies test inputs with high uncertainty by leveraging distances to nearest neighbor training
samples, and subsequently filters redundant inputs based on inter-input distances to maximize
fault diversity.

5.1.3 Surprise-based Methods.

Surprise adequacy (SA) measures the "surprise” of an input by comparing the neural activation
behavior of a deep learning system on that input against its training data. It was first proposed
by Kim et al. [135] (ICSE 2019). In their paper, they introduced two specific metrics: LSA, which
estimates the likelihood of an input’s activation trace, and DSA, which compares its distance to
same-class versus different-class training samples. To demonstrate the practical value of SA in
real-world settings, Kim et al. [137] (ESEC/FSE 2020) present an industrial case study conducted in
collaboration with Hyundai Motor Company, demonstrating how the SA metric can be effectively
applied to reduce manual labelling efforts in the development of DNN-based semantic segmentation
systems for autonomous driving. Subsequently, Weiss et al. [255] (DeepTest 2021) recognized
the computational inefficiency of SA as a key limitation. To address this issue, they developed a
performance-optimized implementation that reduces runtime by up to 97%. Recently, Kim et al. [136]
(TOSEM 2023) analyzed three variants of SA across a diverse set of DL models and benchmarks,
including safety-critical autonomous driving systems, demonstrating that SA metrics effectively
quantify the behavioral novelty of inputs relative to training data and are strongly correlated with
the model’s prediction correctness.

5.14 Learning-based Methods.

Learning-based methods train auxiliary models to automatically learn features from test inputs
and use these features to predict the probability that the test inputs will be misclassified by the
DL model. This approach has recently gained increasing attention due to its high effectiveness. As
an early effort in this category, Wang et al. [254] (ICSE 2021) proposed PRIMA, which leverages
mutation analysis combined with learning-to-rank techniques to prioritize tests that are more likely
to be mispredicted by the model. Subsequently, Chen et al. [35] (ASE 2023) proposed ActGraph,
which builds a dynamic activation graph to capture high-order neuron interaction features for
training a learning-to-rank model that prioritizes test inputs likely to expose DNN misbehaviors.
Demir et al. [57] (ISSTA 2024) further generalized this learning-based strategy, proposing a meta-
model-based test prioritization framework that combines multiple uncertainty metrics to predict
misclassification likelihood using a logistic regression model.

In parallel, several domain-specific learning-based methods have emerged to tackle challenges
in specialized DNN architectures and data modalities. For instance, Dang et al. [54] (TOSEM 2023)
proposed GraphPrior for Graph Neural Networks (GNNs). They designed GNN-oriented mutation
rules and employed ranking models to estimate the probability of each test being misclassified.
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Targeting 3D vision tasks, Li et al. [154] (TOSEM 2024) proposed PCPrior. By combining spatial,
mutation, prediction, and uncertainty features, PCPrior constructs rich representations of test
inputs and leverages a learning-to-rank model to prioritize tests more likely to be misclassified.
In the context of speech recognition, Yang et al. [269] (TOSEM 2025) introduced Prophet, which
leverages word-level error prediction using pre-trained language models to estimate the likelihood
that a test case will reveal recognition error.

5.1.5 Other Methods.

In addition to the above mainstream categories, prior studies have also introduced several other
popular fault detection approaches that demonstrated effectiveness in some specific scenarios.
For instance, Ma et al. [175] (ESEC/FSE 2021) proposed a differential testing approach that uses
subspecialized models as references to detect errors by identifying prediction inconsistencies on
specific data slices. Gao et al. [81] (ICSE 2022) proposed Adaptive Test Selection (ATS), which
prioritizes inputs that enhance geometric coverage in the output space to efficiently detect faults
with fewer tests. Zheng et al. [301] (ASE 2023) proposed CertPri, a certifiable test prioritization
method that ranks inputs by their estimated movement cost in feature space to detect bugs early
across tasks.

5.2 Accuracy Estimation

While the previous section introduced fault detection as a means to improve testing efficiency by
identifying potentially misclassified inputs, another important line of work focuses on improving
efficiency through accuracy estimation, which aims to select representative test cases to estimate
the accuracy of the entire test set. In some cases, accuracy estimation can even be performed
without labeling any test data.

5.2.1 Sampling-based methods.

These methods sampled a subset of representative test inputs from the entire test set to label,
thereby reducing the total labelling cost. A representative early effort in this direction is Cross
Entropy-based Sampling (CES) and Confidence-based Stratified Sampling (CSS) proposed by Li
et al. [159] (ESEC/FSE 2019). CES improves estimation efficiency by conditioning on the inter-
nal representations learned by the DNN and selecting representative test inputs that minimize
the cross-entropy between the empirical distribution and a target distribution over this latent
space. In contrast, CSS stratifies the operational data based on prediction confidence and samples
proportionally from each stratum.

Subsequent work by Chen et al. [37] (TOSEM 2020) was the first to introduce clustering for test
selection in DNNs. They proposed PACE, which uses input clustering and adaptive sampling to
select diverse, representative test inputs for practical accuracy estimation in DNNs. Meanwhile,
some studies approached the problem from the perspective of neuron coverage. For example,
Zhou et al. [305] (ISSRE 2020) proposed DeepReduce, a two-phase input reduction method that
uses multi-objective optimization to preserve neuron coverage and match output distribution for
cost-effective accuracy estimation. Most recently, Guerriero et al. [99] (ICSE 2024) introduced
DeepSample, a family of sampling-based testing techniques designed for DNNs. DeepSample
incorporates advanced concepts from statistical sampling theory, such as stratification, unequal
probability sampling, and the use of auxiliary variables (e.g., confidence, DSA, LSA) to guide test
selection.

5.2.2  Labelling-Free Methods.
Compared to sampling-based methods, which still require a small amount of labeled data,
labelling-free methods aim to eliminate the need for any manual annotation. These techniques
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estimate model accuracy purely based on model outputs, internal behaviors, or structural properties,
thus requiring no labeling of any data. The first relevant work in the software engineering (SE)
community is Aries, proposed by Hu et al. [116] (ICSE 2023). Aries estimates DNN accuracy on
unlabeled data by analyzing the distance of data points to the decision boundary. Aries leverages
dropout-induced uncertainty to partition data into confidence-based buckets and infers accuracy
using bucket-wise statistics from the original labeled test set. This method avoids manual labeling
and effectively handles distribution shifts in real-world settings.

In the machine learning (ML) community, Zheng et al. [303] (NeurIPS 2023) extended the research
to the graph domain by introducing GNNEvaluator, which estimates GNN performance on unlabeled
graphs by learning from synthetic, discrepancy-aware data and using only model outputs without
test labels or model access. More recently, Lee et al. [148] (CVPR 2024) proposed AETTA, a novel
accuracy estimation framework for test-time adaptation (TTA) scenarios. AETTA estimates test
accuracy by measuring the disagreement between the adapted model’s predictions and multiple
dropout-based stochastic inferences.

5.3 Sampling-based Model Retraining

An important objective of fault detection is to enable targeted improvements through retraining the
original model. In this regard, retraining a model using carefully selected test inputs (particularly
those that are more likely to expose model faults) has emerged as an effective strategy to enhance
model performance. Sampling-based model retraining techniques focus on achieving this goal by
fine-tuning pre-trained models on a strategically chosen subset of test data, thereby minimizing
annotation costs while maximizing retraining effectiveness. In the SE community, several fault
detection methods proposed in the original papers are directly used for retraining [75, 81]. In
contrast, the ML community has introduced various active learning methods that have been shown
to be effective for fine-tuning [78, 244, 261]. Below, we review representative approaches from both
lines of work.

5.3.1 Fault Detection Techniques for Retraining.

First, we review several methods originally proposed for fault detection that have also been
directly applied to model retraining in their respective papers. Feng et al. [75] (ISSTA 2020) proposed
DeepGini for fault detection and demonstrated that DeepGini performs well in selecting inputs to
guide retraining: on some datasets, retraining with the top 10% of test inputs selected by DeepGini
outperforms retraining with test inputs selected by other methods. Similar observations have also
been made in several subsequent studies, such as ATS proposed by Gao et al. [81] (ICSE 2022),
CertPri by Zheng et al. [301] (ASE 2023), and DATIS by Li et al. [160] (ISSTA 2024), all demonstrating
that their fault detection techniques can be used to guide sample-based retraining.

In contrast to the above methods, where retraining is a secondary application, another body of
work has directly focused on test selection for the primary purpose of enhancing retraining. For
example, Shen et al. [213] (ASE 2020) proposed Multiple-boundary Clustering and Prioritization
(MCP) to enhance neural network retraining by identifying and prioritizing test inputs near multiple
decision boundaries. Hu et al. [114] (TOSEM 2022) investigated the effectiveness of various test
selection strategies for DNN retraining under data distribution shifts.

From a repair perspective, Li et al. [152] (ISSTA 2022) proposed HybridRepair, which enhances
model performance through retraining with both labeled and unlabeled data. HybridRepair identi-
fies failure-prone regions using a local entropy metric, selectively labels representative samples, and
propagates labels within dense clusters to maximize supervision under budget constraints. Addi-
tionally, it incorporates semi-supervised consistency regularization on carefully selected unlabeled
data to increase training density and enhance repair effectiveness.
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5.3.2  Deep Active Learning Techniques for Retraining.

Existing research has also highlighted the potential of deep active learning (DAL) techniques
for retraining deep learning models [150]. Since DAL is a major research direction in the ML
community and has almost no existing work in the SE domain [150], the following discussion
focuses on briefly outlining its core objectives and methods rather than providing a comprehensive
review. The goal is to help readers understand how DAL can be leveraged for sample selection
during model retraining. For a more comprehensive survey, we refer readers to the work by Ren et
al. [199].

A primary class of DAL methods is uncertainty-based sampling, which selects unlabeled instances
where the model exhibits low confidence, using acquisition functions such as entropy, margin,
least confidence, or Bayesian disagreement [113, 205, 244, 261]. Another common approach is
representative-based sampling, which selects samples that best capture the underlying distribution
of the unlabeled data, typically through clustering or density-aware strategies [13, 138, 268]. A
third category is influence-based sampling, which focuses on selecting inputs expected to have the
greatest impact on model performance or parameter updates, often relying on gradient analysis,
loss prediction, or influence functions [119, 251, 271, 296]. Lastly, hybrid methods integrate multiple
strategies (such as combining uncertainty with diversity) to balance informativeness and sample
coverage [48].

5.4 Analysis of Efficiency Techniques

To better understand the contributions of existing research in improving the efficiency of testing
deep learning systems, we conducted a multi-dimensional analysis of the literature.

5.4.1  Fault Detection Techniques.
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Fig. 6. Trend of fault detection techniques with year

Figure 6 shows the publication trends of fault detection methods from 2013 to 2025. Coverage-
based methods have maintained consistent attention over the years, forming a foundational line of
research. Representative works include neuron coverage and its extensions (e.g., DeepXplore, Deep-
Gauge, DLFuzz), coverage-guided fuzzing (e.g., DeepHunter, CriticalFuzz), and recent alternatives
like importance-based and probabilistic coverage. Confidence-based techniques, such as Deep-
Gini [75], have been shown to outperform coverage methods in both effectiveness and efficiency
(with runtime even less than 1 second), making them suitable for practical deployment. Learning-
based methods emerged in 2021 and have rapidly gained traction, peaking in 2023 and remaining
prominent. These methods employ supervised learning to rank test inputs based on mutation
features (e.g., PRIMA, PCPrior), uncertainty or linguistic patterns (e.g., Meta-model, Prophet), or
geometric and structural signals (e.g., CertPri, ActGraph). Their experimental results demonstrate
that learning-based methods surpass all existing test prioritization techniques [153, 254]. Their
rapid evolution reflects increasing interest in intelligent, data-driven testing solutions.
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Finding 1: Coverage-based testing remains a foundational strategy and has received considerable
research attention in recent years. Confidence-based methods, in particular, have been shown to be
simpler, more efficient, and less time-consuming, making them especially attractive for practical and
scalable deployment. Meanwhile, recent years have witnessed growing interest in learning-based
methods, primarily due to their high fault detection performance. Although they are generally
less efficient than confidence-based approaches, the runtime cost of many learning-based methods
remains within an acceptable range.

5.4.2  Accuracy Estimation Techniques.

SE to DL testing Clustering-based First labelling-free

CES (FSE) PACE (TOSEM) Aries (ICSE)
DeepReduce GNNEvaluator DeepSample AETTA
(ISSRE) (NeurlPs) (ICSE)  (CVPR)
| | ‘I | | ¢ |
I T T T T T 1
2019 2020 2021 2022 2023 2024 2025

Fig. 7. Timeline of accuracy estimation research

The timeline in Figure 7 reveals the evolution of accuracy estimation methods for DNNs, which
shows a clear shift from sampling-based to labeling-free approaches. We can see that the evolution
of accuracy estimation techniques for deep learning models reflects a clear shift from cost-reduction
strategies to labelling-free innovations. Early research in the SE community focused on sampling-
based methods that aim to reduce labeling cost by selecting a small but representative subset
of test data. For example, CES and CSS use internal representations and confidence strata for
stratified sampling [159]; PACE introduces clustering and MMD-based subset selection to ensure
distributional coverage [37]; DeepReduce adds multi-objective optimization to maintain both
neuron coverage and output distribution fidelity [305]; and DeepSample incorporates statistical
sampling theory and auxiliary signals like uncertainty or surprise [99]. These advances highlight
the community’s ongoing effort to balance cost efficiency and accuracy estimation quality through
smarter test selection.

Since 2023, a new paradigm has emerged: labeling-free accuracy estimation, which bypasses
manual annotation altogether by modeling the relationship between internal behaviors and pre-
diction accuracy. Aries [116] uses dropout-based uncertainty and decision boundary proximity to
estimate accuracy under distribution shifts. GNNEvaluator [303] regresses GNN accuracy from
output embeddings on unlabeled graphs by learning structural discrepancies, while AETTA [148]
estimates test-time accuracy by analyzing prediction disagreement and entropy under test-time
adaptation. These methods do not require access to ground truth, making them highly attractive
for post-deployment quality monitoring or large-scale testing.

Finding 2: Accuracy estimation for deep learning has evolved from sampling-based approaches
that minimize labeling cost through representative test selection to labeling-free techniques that
infer model performance directly from internal behaviors or prediction uncertainty. This transition
reflects a paradigm shift in test selection: from approximate empirical estimation to behavioral
modeling, enabling scalable and annotation-free quality assessment.

5.4.3 Sampling-based Retraining Techniques.

In the SE community, several fault detection techniques originally proposed for identifying
incorrect behavior (such as DeepGini [75], ATS [81], CertPri [301], and DATIS [160]) have been
repurposed to guide retraining. These methods rank test inputs based on metrics such as confi-
dence, structural deviation, or certified robustness, and select samples that are more likely to be
misclassified to fine-tune the model. Empirical studies [174] show that using a small subset of
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potentially misclassified inputs can enhance DNN model performance. In addition, methods like
MCP [213], DAT [114], and HybridRepair [152] are proposed with retraining as a primary goal.
These methods focus on boundary-aware sampling, OOD-aware selection, and hybrid labeling
strategies (e.g., combining labeled and unlabeled data with consistency regularization), offering
more targeted retraining pipelines under real-world constraints.

In contrast, the ML community contributes numerous deep active learning techniques that
are primarily aimed at efficient model training. These methods are organized around four main
strategies: (1) Uncertainty-based approaches (e.g., Entropy [261], BALD [78]) select samples for
which the model is least confident; (2) Representative-based methods (e.g., clustering [268], density
estimation [138]) focus on covering the data distribution effectively by selecting central samples;
(3) Influence-based techniques (e.g., gradient-based selection [251], predicted loss [271]) prioritize
inputs that are expected to cause significant model changes upon retraining; and (4) Hybrid
strategies (e.g., Cluster-Margin [48]) aim to combine uncertainty and diversity to improve selection
robustness. Recent surveys [150] pointed out that such DAL techniques can be adapted for retraining
or fine-tuning deep learning models, offering label-efficient ways to improve model performance
under limited annotation budgets.

Finding 3: In the SE community, testing techniques that effectively identify faulty behaviors in
deep learning models can often be repurposed for targeted retraining, revealing their cross-task
adaptability. In the ML community, deep active learning methods originally developed for efficient
training data labeling can be leveraged for retraining. Important categories include uncertainty-
based sampling (e.g., entropy or margin-based selection), representative-based sampling (e.g.,
clustering or density estimation), influence-based sampling (e.g., gradient or loss impact analysis),
and hybrid approaches that combine multiple strategies to balance informativeness and diversity.

5.4.4 Comparative Analysis and Insights.

We conduct a comparative analysis to reveal important differences in the applicability, efficiency,
and detection effectiveness of different types of test prioritization methods (e.g., coverage-based,
confidence-based, and learning-based). Table 2 summarizes the key characteristics across these
categories.

Table 2. Comparison of Fault Detection Methods

Method Type  Model Access Interpretable Generalizability  Cost Strengths Weaknesses
’ . - . . Structured exploration Not applicable in
Coverage-based ~ White-box High Medium Medium and test guidance black-box settings
Confidence-based Black-box Medium High Low Efﬁclent am.i Solely relies on mo.del
widely applicable confidence calibration

. . . . . Good at finding novel / High computation
Surprise-based White-box Medium High High boundary cases and data dependency
Learning-based Mixed Variable High High Learns complex Requires model training and feature

detection patterns; effective ~ engineering; sometimes less efficient

Effective in

Others Varies Varies Varies Varies . . .
domam—speclﬁc scenarlios

Limited generality

The comparative analysis in Table 2 highlights that different fault detection techniques offer
varying trade-offs across interpretability, generalizability, efficiency, and applicability. Coverage-
based and surprise-based methods typically require white-box access and provide relatively better
interpretability, but they are less generalizable and not suitable in black-box deployment scenarios.
Confidence-based methods, on the other hand, operate in black-box settings and are highly efficient.
This is because they rely solely on the model’s output probabilities (e.g., softmax scores) without
requiring access to internal structures or additional computation-intensive procedures.
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Learning-based techniques show strong generalizability and are capable of capturing complex
detection patterns across domains, but they demand more computational cost and typically rely
on auxiliary training or feature engineering. This is because the ranking models used for fault
detection are typically trained on large feature representations extracted from DNNs, which requires
additional computation time. For example, the average time of the learning-based PRIMA [254]
approach is around 10 minutes. Other domain-specific methods may offer practical benefits in
narrow settings but lack broader applicability.

Finding 4: Coverage-based techniques enable interpretable analysis through internal activation
patterns. Confidence-based methods offer high efficiency and black-box compatibility. Surprise-based
approaches are effective at identifying boundary cases. Learning-based techniques demonstrate
strong effectiveness by capturing complex fault patterns across diverse domains.

6 FAIRNESS TECHNIQUES
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Fig. 8. Workflow of fairness testing techniques

Fairness refers to the "absence of any prejudice or favoritism toward an individual or a group
based on their inherent or acquired characteristics" [178]. Early works focused on defining fairness
notions and formalizing bias metrics, such as demographic parity, equality of opportunity, and
counterfactual fairness [105]. Since 2014, several workshops and conferences specialized in fairness
for machine learning, such as FAT/ML, AIES, and FAccT. With the large-scale deployment of
Computer Vision (CV) and Natural Language Processing (NLP) models [20, 25], researchers began
to investigate fairness through empirical bias detection techniques. For example, Buolamwini et
al. [25] examined commercial facial analysis systems in computer vision and revealed that these
models exhibited significant demographic disparities, especially for individuals with darker skin
tones and those labeled as female. In the context of NLP, Bolukbasi et al. [20] focused on word
embeddings commonly used in language-based recommendation and search systems, and found
that such models encoded and amplified gender stereotypes.

After 2020, the rise of multimodal models introduced new fairness challenges [21]. The widespread
use of large language models such as the GPT series has led to more complex and less interpretable
forms of bias propagation [155]. Current research trends focus on evaluating model fairness in
real-world applications, integrating fairness into the training pipeline, and mitigating bias without
compromising performance [190]. This section surveys existing fairness-oriented research from two
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perspectives: unfairness detection and fairness repair. Figure 8 presents the workflow of fairness
testing techniques.

6.1 Techniques for Detecting Unfair Behaviors

These techniques aim to detect unfair behaviors of deep learning systems [43]. The most widely
used and classic approach to date is test input generation, which aims to expose unfair behaviors
in deep learning models by automatically generating inputs that reveal disparities across sensitive
attributes. The mainstream categories are surveyed as follows.

1) Random Generation One of the earliest lines of work in this space focuses on randomized
input generation. Galhotra et al. [79] (FSE 2017) proposed Themis, which employs randomized
input generation combined with systematic pruning and statistical testing to identify causal dis-
crimination. Cases where a system’s decision changes as a result of modifying a sensitive attribute,
indicating that the attribute has a causal influence on the outcome. Building on this idea, Angell et
al. [12] (ESEC/FSE 2018) extended the original Themis prototype, presenting Themis v2.0, which is
an open-source framework for automatically generating test suites to detect both group and causal
discrimination.

2) Search-based Generation Beyond random testing, another popular direction in this area
is search-based generation. Compared to random methods, it is more effective and efficient in
detecting unfairness. One representative work is Aequitas proposed by Udeshi et al. [238] (ASE
2018), which detects individual fairness violations in black-box models through a two-phase
search strategy combining global and local exploration. Subsequently, Zhang et al. [285] (ICSE
2020) proposed ADF (Adversarial Discrimination Finder), which leverages gradient information
to generate individual discriminatory inputs through a two-phase adversarial sampling strategy,
thereby efficiently identifying fairness violations in deep neural networks by targeting regions
near decision boundaries where such violations are more likely to occur.

Zheng et al. [302] (ICSE 2022) extends the idea by utilizing internal model information, proposing

NeuronFair for interpreting and mitigating discrimination in deep neural networks by identifying
biased neurons. From an information-theoretic perspective, Monjezi et al. [183] (ICSE 2023) proposed
DICE. DICE introduces a quantitative notion of individual discrimination (QID), which measures
the extent to which protected attributes influence model decisions, using entropy-based metrics. It
leverages causal analysis to localize neurons responsible for fairness violations.
3) GAN-based Generation Apart from the aforementioned efforts in the software engineering
community, the machine learning field has also proposed a surge of research on fairness, among
which GAN-based generation represents one of the most popular approaches. For instance, Dash
et al. [56] (WACV 2022) ImageCFGen, which combines structural causal models (SCMs) with a
GAN-based inference framework. The method generates counterfactual images where specific
sensitive attributes are altered while trying to keep all other aspects unchanged. By comparing a
model’s predictions on the original and counterfactual images, the framework enables the detection
of potential biases with respect to those sensitive attributes.

Following this direction, Algaba et al. [9] proposed LUCID-GAN, which generates canonical
inputs using a conditional generative model. LUCID-GAN samples realistic inputs conditioned on
model predictions, enabling fairness evaluation even for non-differentiable black-box models. By
comparing the distributions of protected features and proxy features, LUCID-GAN reveals patterns
of potential direct, proxy, and intersectional discrimination.

4) Template-based Generation While generative and search-based methods offer flexibility in
exploring the input space, another line of research adopts a more controlled and interpretable
approach through template-based generation. One early example in this direction is the work of Vig
et al. [239] (NeurIPS 2020), who proposed an interpretation framework based on causal mediation
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analysis to investigate gender bias in language models. Their approach involves constructing
templated sentences and systematically varying gender-related terms to conduct controlled in-
terventions. By evaluating the model’s responses to these interventions, the method quantifies
the extent to which specific internal components (such as individual neurons or attention heads)
mediate and transmit gender bias.

Extending template-based testing to the conversational domain, Wan et al. [242] (ESEC/FSE
2023) proposed BiasAsker for identifying social biases in conversational Al systems. BiasAsker
adopts a template-based question generation method, where predefined linguistic templates (e.g.,
yes-no questions, choice questions, and wh-questions) are instantiated using combinations of 841
social groups and 8,110 biased properties. Zhang et al. [283] (TOSEM 2023) introduced TestSGD,
which leverages a template-based mechanism to identify group discrimination in neural networks.
TestSGD constructs interpretable templates in the form of rule sets (i.e., logical conjunctions over
sensitive attributes) that define candidate subgroups. These rule sets are used to partition the input
space and evaluate disparities in model predictions.

5) Verification-based Generation While most existing fairness testing approaches rely on input
generation and empirical analysis, a less-explored but promising direction is to leverage formal
verification techniques for fairness assessment. Biswas and Rajan [18] (ICSE 2023) proposed Fairify,
an SMT-based framework for verifying individual fairness in neural networks. Fairify partitions the
input space and statically prunes inactive neurons using interval analysis and heuristic profiling,
significantly reducing the complexity of the verification problem. It then encodes fairness properties
as logical constraints over duplicated network instances and leverages an SMT solver to either
certify fairness or generate counterexamples.

6) Other Methods Beyond the major categories outlined above, several innovative approaches
have emerged that explore alternative perspectives or modalities for fairness testing. Fryer et
al. [77] used large language models to generate counterfactual text pairs that differ only in sensitive
attributes, enabling effective probing of counterfactual fairness in text classifiers. Soremekun et
al. [219] (TSE 2022) proposed ASTRAEA, a grammar-based framework that uses metamorphic
relations to generate discriminatory NLP inputs and localize fairness violations for targeted testing.

Among the various approaches for detecting unfair behaviors in deep learning systems, search-
based test input generation has emerged as the most effective and widely adopted strategy. This is
supported by its consistent presence in top SE venues (e.g., Aequitas [238], ADF [285], Neuron-
Fair [302], and DICE [183]) and its relative frequency (4 out of 12 surveyed papers). These techniques
leverage optimization-based strategies such as gradient search and information gain to generate
inputs near decision boundaries—locations where fairness violations are most likely to occur. Com-
pared to earlier random generation methods (e.g., Themis), search-based methods offer higher
detection rates and better scalability across domains. This trend suggests that optimization-guided
strategies are becoming the de facto standard for fairness testing in DL systems.

6.2 Fairness Repair Techniques

Fairness repair techniques aim to mitigate biases in neural networks by addressing imbalances and
spurious correlations related to sensitive attributes in data. Below, we survey existing research
from three perspectives: data-level repair (before training), model-level repair (during training) and
post-hoc repair (after training).

6.2.1 Data-level Repair.

Training data plays a crucial role in shaping model behavior, as biases or imbalances in the data
distribution can be directly learned and amplified by neural networks. Consequently, improving the
fairness of deep learning systems typically begins with addressing issues in the data itself. Data-level
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repair techniques modify or augment the training data distribution (typically through resampling,
data generation, or perturbation) to mitigate bias before model training. As a model-agnostic and
easily deployable strategy, this class of techniques has seen widespread adoption in both research
and practice [190].

1) Re-sampling As one of the most intuitive and widely adopted fairness repair strategies, Re-
sampling reduces model bias toward majority groups by redistributing the number of samples
across different sensitive attribute groups in the training dataset. In the ML community, significant
efforts have been devoted to mitigating bias at the data level, as data imbalance and representation
bias are widely recognized as primary sources of unfairness in model predictions. Li et al. [157]
(CVPR 2019) proposed REPAIR, which focuses on reducing representation bias in datasets. By
assigning lower weights to examples that are easily classified under a specific representation,
REPAIR performs bias-aware resampling to construct more balanced datasets. Building on the
idea of balancing sensitive attributes, Cao et al. [26] (WACV 2022) proposed a fairness-aware age
prediction framework to curate training data. They re-sample from a combined data pool to ensure
uniform representation across age, gender, and ethnicity by selecting equal numbers of samples for
each sensitive feature combination.

Meanwhile, Tanjim et al. [228] (WACV 2022) extended resampling techniques to generative tasks
by proposing a novel task of high-resolution image generation conditioned on multiple sensitive
attributes (e.g., occupation, race, and gender). They introduced a resampling strategy that enforces
a uniform distribution over attribute combinations during training. Specifically, rare classes are
over-sampled such that each attribute combination is equally likely to be selected in mini-batches.

In the SE community, unlike the ML community’s focus on rebalancing data distributions,

researchers emphasize data debugging (i.e., identifying and removing bias). A representative work
is MAAT proposed by Chen et al. [42] (ESEC/FSE 2022), which constructs a fairness-oriented model
by debugging the training data from the “We’re All Equal” perspective to identify and remove
bias-inducing instances. MAAT then combines this model with a performance-oriented one through
weighted fusion of their probabilistic outputs, forming an ensemble decision model that balances
fairness and performance.
2) GAN-based augmentation Another popular approach is to leverage Generative Adversarial
Networks (GANSs) to generate new samples for protected groups, thereby expanding the training
data and reducing model bias toward majority groups. In the ML community, an early effort in this
direction is by Yucer et al. [275] (CVPR 2020), who leverages CycleGAN-based adversarial image-
to-image translation to mitigate racial bias in face recognition. Their method generates racially
transformed versions of individual face images while preserving identity-related characteristics.
Ramaswamy et al. [197] (CVPR 2021) subsequently tackled a different challenge: reducing the
unintended correlation between protected attributes (e.g., gender, age) and target labels in visual
recognition. Rather than altering images in pixel space, their approach operates in the GAN’s latent
space by perturbing latent vectors to synthesize image pairs that share the same label but differ
only in the protected attribute. This enables a more targeted de-biasing mechanism that aims to
disentangle protected attributes from prediction outcomes.

While prior methods enforce fairness by controlling the content of generated samples (e.g., per-
turbing latent vectors to decorrelate protected and target attributes), the recent work IGGAN [294]
(WACYV 2024) instead targets the adversarial optimization process. It introduces an information gap
by applying heterogeneous data augmentation across multiple discriminators, ensuring that all
players (generator and discriminators) operate under incomplete and asymmetric information.

6.2.2 Model-level Repair.
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While data-level repair methods focus on modifying the training data to mitigate bias before
model learning begins, model-level repair techniques intervene during the learning process itself.
1) Adversarial Debiasing Among various model-level fairness approaches, adversarial debiasing
has emerged as one of the most influential and widely adopted techniques. In the ML community,
a foundational approach is proposed by Zhang et al. [278] (AIES 2018), who introduced a general
adversarial debiasing framework that jointly trains a predictor and a discriminator to mitigate
undesirable demographic biases in deep learning models. The predictor learns to perform the
primary task (e.g., classification), while the discriminator attempts to infer protected attributes
such as gender or zip code from the predictor’s output.

Extending adversarial debiasing to the unsupervised setting, Li et al. [151] (CVPR 2020) propose
Deep Fair Clustering (DFC) for clustering high-dimensional visual data. By formulating a minimax
game between an encoder and a discriminator, DFC learns feature representations that are both
statistically independent of sensitive attributes and favorable for downstream clustering tasks.
Recently, Zheng et al. [300] proposed an adversarial debiasing framework based on variational
autoencoder to remove demographic bias from self-supervised 3D CT embeddings while preserving
performance on clinical tasks.

In the SE community, Tao et al. (ESEC/FSE 2022) proposed RULER [230], which identifies
unfair behaviors by generating individual discriminatory instances (IDIs) through adversarial
perturbations of sensitive and bounded non-sensitive attributes. These instances are then used in
an iterative training process that effectively improves fairness while maintaining model accuracy.
2) Causal Approaches While adversarial debiasing methods aim to remove sensitive information
from learned representations through adversarial training, another important line of model-level
repair leverages causal inference to explicitly reason about and control the influence of sensitive
attributes. In the ML community, Kim et al. [134] pioneered this direction with DCEVAE (AAAI
2021), which disentangles causal and correlated factors in latent space to estimate counterfactual
effects without requiring a full causal graph. Building on this idea of counterfactual reasoning, Dash
et al. [56] (WACV 2022) extended causal modeling to image domains, proposing ImageCFGen, a
GAN-based framework using structural causal models to generate counterfactual images by altering
only target attributes, with a regularizer to enforce fair predictions. More recently, Schrouff et
al. [209] (NeurIPS 2024) showed that fairness preprocessing is ineffective without causal grounding.
They reframed data balancing as causal intervention and highlighted the need for causal graphs in
mitigation. Extending further to dynamic environments,

While causal fairness in the ML community often centers on modeling latent structures or
generating counterfactual examples via deep generative models, work in the SE community tends
to emphasize practical integration with software systems, model debugging, and interpretability
grounded in causal analysis. Chakraborty et al. [30] (ESEC/FSE 2020) proposed Fairway to detect
and mitigate algorithmic bias. Fairway combines pre-processing and in-processing techniques,
identifying biased training samples using a novel situation-testing-inspired method and removes
these "ambiguous" data points to reduce bias. Building on this line, Zhang et al. [282] (ESEC/FSE
2022) used causal analysis to adaptively recommend fairness repair methods by estimating the
influence of features and neurons on discrimination via Average Causal Effect.

3) Loss Functions These methods are designed to modify or augment objective functions, or to
propose new loss functions that incorporate fairness constraints into the model training process.

An early and influential example is the work of Hendricks et al. [109] (ECCV 2018), who investi-
gated gender bias amplification in image captioning and proposed the Equalizer model. Equalizer
model includes two complementary loss functions: Appearance Confusion Loss (ACL), which
encourages confusion when gender evidence is absent, and Confident Loss (Conf), which promotes
confident gender predictions when evidence is present. While Hendricks et al.’s work targets
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fairness in language generation, Tanjim et al. [228] (WACV 2022) focused on fairness in visual gen-
eration, proposing a bias mitigation framework tailored to high-resolution image synthesis. Their
method addresses severe class imbalance in multi-attribute conditional generation by integrating
weighted loss functions and gradient penalty regularization into the discriminator. In addition,
they combine oversampling with data augmentation to enhance both the fidelity and diversity of
generated samples, thereby promoting fairer outcomes in generative settings.

Recently, Khalili et al. [132] (ICML 2023) extended the paradigm of fairness-aware loss design by
formalizing and operationalizing the fairness notion of Equalized Loss, which requires the expected
loss to be approximately equal across sensitive groups. While prior works incorporated fairness
into model training through task-specific or empirically motivated loss formulations, Khalili et al.’s
approach provides a general framework applicable across classification and regression tasks.

6.2.3  Post-hoc Repair.

Unlike data-level or model-level interventions that operate during the training process, post-
hoc repair techniques improve fairness after model training. These methods avoid retraining the
entire model from scratch and instead introduce targeted modifications through techniques such
as fine-tuning, knowledge distillation, or inference-time interventions. This research area has
been primarily explored within the machine learning (ML) community, with relatively limited
contributions from the software engineering (SE) literature. Therefore, for each of the methods
discussed below, we provide only a selection of representative classic approaches and recent
advancements, rather than attempting to offer a comprehensive survey.

1) Fine-tuning One prominent post-hoc strategy is fine-tuning. These approaches involve adjusting
the parameters of a pre-trained model using additional fairness-aware data to reduce bias in its
predictions. One representative example is FairTune [66] (ICLR 2024), a framework that enhances
fairness in medical image analysis by optimizing parameter-efficient fine-tuning (PEFT) with
fairness as the guiding objective. Recently, Zhao et al. [299] (CVPR 2025) proposed a data-driven
fine-tuning method for fairness without protected labels, using synthetic images and selectively
updating fairness-sensitive, domain-robust parameters.

2) Distillation In contrast to fine-tuning, another promising direction is distillation-based fair-
ness, which focuses on transferring fairness from a teacher model to a student model by training
the student to replicate the teacher’s predictions on fairness-aware data. Jung et al. [125] (CVPR
2021) proposed MFD, a distillation-based framework that uses MMD regularization to align group-
conditioned features with group-agnostic teacher representations, reducing bias without harming
performance. Recently, Zhao et al. [297] (NeurIPS 2024) proposed ABSLD, which improves adver-
sarially robust fairness by adaptively scaling soft label smoothness to reduce class-wise robustness
disparities.

3) Prompting Compared to the two aforementioned methods, prompting-based methods offer a
more lightweight alternative. These techniques operate solely at inference time, using carefully
designed prompts to steer model outputs toward fairer behavior, without any parameter updates.
One early example of this approach is proposed by Schick et al. [208] (TACL 2021), who introduce
a prompting-based framework to mitigate bias in pretrained language models through two key
mechanisms: self-diagnosis and self-debiasing. Self-diagnosis enables models to autonomously
assess whether their outputs exhibit undesirable attributes, using only internal knowledge and
natural language descriptions of these attributes. Based on this, self-debiasing leverages contrastive
prompting during decoding to reduce the probability of generating biased content, without requiring
any additional training data or parameter updates. Building on this line of work, Zayed et al. [277]
(ACL 2024) critically examine the limitations of existing prompt-based fairness metrics and introduce
CAIRO, which leverages prompt augmentation and selection to significantly enhance metric
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Table 3. Summary of fairness testing techniques in the SE and ML communities

Task/Description SE ML
Search-based [183, 285, 302] Random generation [12, 79]
Template-based [242, 283] Search-based [238]

Detection Grammar-based [219] GAN-based [9, 56]
verification-based [18] Template-based [239, 242]

LLM-based [77]

Data debugging & balancing [42] Resampling [26, 157, 228]

Adversarial debiasing [230] GAN-based augmentation [197, 275, 294]

Causal-based [30, 282] Adversarial debiasing [151, 278, 300]
Causal-based debiasing [56, 134, 165, 209]
Fairness-aware loss [109, 132, 228]
Fine-tuning [66, 299]
Knowledge distillation [125, 297]
Prompt-based [208, 277]

Repair

agreement. This method demonstrates that careful prompt engineering can improve the consistency
of fairness assessments across diverse metrics.

6.3 Analysis of Fairness Techniques

We summarize our analysis of fairness-related research by comparing the methodological focuses of
the software engineering (SE) and machine learning (ML) communities across two key dimensions:
detection and repair techniques. Table 3 presents a comparison of representative techniques from
both communities, organized by core fairness tasks.

6.3.1 Fairness Detection Techniques: ML vs SE.

For detection techniques, the SE community consistently emphasizes structured and verifiable
testing methods, grounded in classical software testing paradigms such as search-based input
generation, grammar-based analysis, and formal verification. Representative SE works such as
Aequitas [238], ADF [285], and NeuronFair [302] leverage input space optimization and model
introspection to detect discriminatory behaviors. Moreover, recent advances such as TestSGD [283]
and ASTRAEA [219] adapt rule-based partitioning and grammar-driven generation to identify
group-level disparities with clear semantic interpretability and test oracle design, which aligns
closely with SE goals of test traceability and fault localization.

In contrast, the ML community adopts a more generative and data-centric perspective. Techniques
such as GAN-based test generation [9, 56] and LLM-based prompt perturbation [77] are commonly
used to synthesize counterfactual inputs, typically operating in image/text. While these approaches
excel at scale and visual diversity, they typically lack formal guarantees and fine-grained test
control. This difference in methodology reflects the underlying priorities of the two communities:
SE emphasizes test accountability, interpretability, and diagnosability, whereas ML prioritizes
expressiveness and statistical generality. Notably, SE research has also introduced verification-
based approaches such as Fairify [18], using SMT-based solvers to formally verify fairness properties,
which is an approach virtually absent in ML fairness testing literature.

Finding 5: Fairness detection in the SE community is dominated by structured and explainable
strategies (e.g., search-based input generation, template instantiation, and formal verification) that
reflect core software engineering values of interpretability, diagnosability, and trustworthiness. In
contrast, the ML community adopts more generative, data-oriented strategies (e.g., GAN-based or
LLM-based test synthesis) that prioritize test diversity and coverage, often at the cost of traceability.

6.3.2 Fairness Repair Techniques: ML vs SE.

ACM Comput. Surv., Vol. 1, No. 1, Article . Publication date: September 2026.



1373
1374
1375
1376
1377
1378
1379
1380
1381
1382
1383
1384
1385
1386
1387
1388
1389
1390
1391
1392
1393
1394
1395
1396
1397
1398
1399
1400
1401
1402
1403
1404
1405
1406
1407
1408
1409
1410
1411
1412
1413
1414
1415
1416
1417
1418
1419
1420
1421

Testing Techniques in Deep Learning Systems: A Survey 29

For repair techniques, the SE community consistently adopts an engineering-driven perspective
that emphasizes interpretability and modular repair, in contrast to the ML community’s stronger
focus on algorithmic optimization and statistical fairness criteria. Specifically, at the data level,
SE researchers (e.g., MAAT [42], Fairway [30]) tend to focus on debugging the training set to
remove bias-inducing instances. In contrast, the ML literature emphasizes rebalancing data distri-
butions through resampling [157], synthetic augmentation [228], or latent-space manipulation via
GANs [197].

At the model level, the SE community prioritizes actionable feedback and diagnosis, exemplified
by methods like RULER [230], which identifies and retrains on individual discriminatory instances
(IDIs), or adaptive frameworks [282] that dynamically select fairness strategies based on causal
influence analysis. In contrast, ML methods frequently pursue general-purpose frameworks based on
adversarial debiasing [278] and fairness-aware loss functions [132], often without deep integration
into system-level workflows.

Finally, while post-hoc fairness repair in ML covers fine-tuning, distillation, and prompting [66,
125, 208], such techniques are still underexplored in SE, where interpretability and cost-efficiency in
software integration remain key concerns. This methodological divergence reflects the underlying
goals of the two communities: whereas ML aims to maximize fairness metrics across standardized
benchmarks, SE focuses on practical deployment, system robustness, and human understanding.

Finding 6: The SE community consistently prioritizes fairness repair techniques that offer high
interpretability and actionable insights, often grounded in causal reasoning or debugging-based
workflows. These methods are closely aligned with software engineering goals such as traceability
and modularity with testing and verification. In contrast, the ML community adopts a broader but
less interpretable repair strategies focused on statistical fairness and algorithmic generality.

7 INTERPRETABILITY TECHNIQUES

%
* o
Post-hoc Interpretability . ’ @

@ Trained Model Explanation
Inputs Post-hoc Interpretability Techniques
w— X W — G
*
Trained Model  Active Interpretability New Trained Model Explanation
Inputs Active Interpretability Methods

Fig. 9. Workflow of interpretability-oriented testing techniques

Interpretability techniques aim to reveal the internal logic, decision pathways, or influential
features of a model, thereby improving trust and transparency. As machine learning (ML) systems
become increasingly integrated into high-stakes domains (e.g., healthcare [220], finance [227], and
autonomous driving [276]), ensuring their interpretability has emerged as a critical concern for
both developers and stakeholders. For example, in the healthcare domain, interpretable models
are essential for enabling clinicians to validate machine-generated diagnoses, and ensure that
Al-assisted decisions align with medical guidelines and ethical standards [220].
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Interpretability techniques can be broadly categorized into post-hoc interpretability and active
interpretability. Post-hoc interpretability refers to methods that explain model behavior after the
model has been trained, typically without modifying its internal structure. Active interpretability,
on the other hand, involves designing or training models with interpretability in mind from the
outset, often by imposing architectural constraints or incorporating interpretability objectives
during training. Figure 9 exhibits the workflow of interpretability-oriented testing techniques.

7.1 Post-hoc Interpretability Techniques

Post-hoc interpretation techniques are currently the more mainstream and widely adopted approach.
They aim to explain trained neural networks without modifying their architecture or training
procedures. These methods are particularly valuable when working with complex or black-box
models, such as deep neural networks, where direct inspection of internal logic is challenging
or even infeasible. By providing insights into what the model has learned and why it makes
certain predictions, post-hoc interpretability serves as a crucial tool for validating, debugging, and
trusting ML systems after deployment. The mainstream approaches include rule-based explanations,
attribution-based methods, hidden semantics interpretation, and example-based explanations.

7.1.1  Attribution-based Explanation.

Attribution-based methods are widely adopted in both academia and industry, as they provide
intuitive feature-level importance scores applicable across domains and model architectures. Specif-
ically, Attribution-based explanation assigns importance scores to input features based on their
contribution to the model’s output. In the ML community, a representative example of such
methods is LIME, introduced by Ribeiro et al. [200] (KDD 2016). LIME is designed to explain the
predictions of black-box classifiers. It approximates the complex model locally around a specific
instance using a simple, interpretable model, thus providing human-understandable explanations.
LIME is widely regarded as one of the landmark works in the field. Building on this foundation,
recent work has sought to better understand and evaluate the behavior of attribution methods
across different settings. Duan et al. [65] (ECCV 2024) present Meta-Rank, an open-source bench-
mark for attribution-based explanation methods in deep neural networks. Their study highlights
the inconsistency of evaluation results across datasets, models, and protocols, and introduces a
unified metric, Meta-Rank, which aggregates performance rankings across diverse settings into a
comprehensive leaderboard.

While the ML community largely focuses on general tasks like image or text classification, the
SE community mainly targets deep learning-based code models, aiming to address domain-specific
challenges such as structural semantics and robustness. Li et al. [162] (ASE 2023) proposed Robin
for deep learning-based code classifiers. Robin introduces a hybrid interpreter-approximator ar-
chitecture and leverages adversarial training and mixup-based data augmentation. This design
improves the fidelity and robustness of explanations across various code classification tasks. Re-
cently, Chen et al. [38] (FSE 2024) proposed DeciX, a model-agnostic method for code generation
that builds a dependency-aware causal graph to explain predictions by capturing both input-output
and output-output token relationships.

In the area of attribution-based explanation, the ML and SE communities demonstrate different
methodological focuses. The ML community has primarily focused on building general-purpose
explanation frameworks (e.g., LIME [200]), targeting tasks such as image and text classification.
These methods are often evaluated based on their usability, approximation fidelity, and general
applicability. Recent work such as Meta-Rank [65] further emphasizes benchmarking and cross-
dataset consistency, reflecting the community’s interest in explanation methods that are broadly
applicable and statistically comparable across models and domains. In contrast, the SE community
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concentrates on applying and adapting attribution techniques to the unique challenges of deep
learning models for code, which aligns well with the core focus of software engineering. These
models typically involve structurally complex and syntactically rich inputs and require explanations
that are consistent with programming language semantics.

Finding 7: Attribution-based explanation research in the SE community focuses on domain-specific
challenges in code-related tasks. In contrast, ML research emphasizes general-purpose methods with
broad applicability across domains and focuses on standardized evaluation and benchmarking.

7.1.2  Rule-based Explanation.

In contrast to attribution-based methods that focus on feature-level importance, rule-based
interpretability techniques aim to approximate a model’s behavior through explicit, human-readable
decision logic. Specifically, these methods explain the behavior of a trained black-box model by
extracting human-readable decision rules (such as decision trees or if-then rules) to approximate
the model’s overall logic. A representative example is Anchors, introduced by Ribeiro et al. [201]
(AAAI 2018). Anchors are high-precision if-then rules that capture locally sufficient conditions for
a model’s prediction. Compared to attribution-based methods like LIME [200], Anchors provide
better coverage guarantees and more precise interpretability, particularly for complex models such
as deep neural networks. Lopardo et al. [171] (AISTATS 2023) conducted the first theoretical analysis
of Anchors on text data. They theoretically analyzed its behavior on interpretable models such as
if-then rules and linear classifiers, and empirically investigated neural networks. Their findings
reveal a strong connection between the selected anchors and model parameters such as partial
derivatives. Expanding on local explanations, Wu et al. [257] (AAAI 2020) introduced regional tree
regularization, which enhances interpretability by enabling a deep neural network’s behavior to
be approximated by simple decision trees within predefined input regions. This promotes human-
simulable logic in the model’s decision process, enabling domain experts to better understand
model predictions.

In the SE domain, rule-based explanations have been adopted to enhance both trust and
debuggability of deep learning systems. Cito et al. [46] (ESEC/FSE 2021) proposed a model-agnostic
technique that employs rule induction to globally explain model mispredictions. Their approach
identifies interpretable rule-based patterns over input features that are strongly correlated with
prediction errors, thereby enabling systematic debugging of DL models used in software engineering
tasks. More recently, Ahmed et al. [5] (ICSE 2024) proposed Deeplnfer, which assesses DNN
prediction trustworthiness by inferring input preconditions using a semantic abstraction based on
weakest precondition reasoning.

For rule-based explanation, the ML community primarily develops general-purpose rule extrac-
tion techniques that approximate a model’s behavior using human-readable logic such as if-then
rules or decision trees. Classical methods such as Anchors [201] offer high-precision local rules
capturing sufficient conditions for model predictions, while follow-up studies (e.g., Lopardo et
al. [171]) provide theoretical analyses connecting anchor selection to model characteristics such as
partial derivatives. Other ML efforts, such as regional tree regularization [257], focus on improving
interpretability by approximating neural network behavior with simple decision trees within prede-
fined subspaces. Overall, ML research emphasizes general applicability and theoretical grounding
across a variety of prediction tasks. In contrast, the SE community focuses on leveraging rule-based
explanations to enhance trustworthiness and debuggability in deep learning systems used for
software engineering tasks. SE models often operate in domains that require strong guarantees,
making rule-based reasoning particularly valuable. For example, Cito et al. [46] employ rule induc-
tion to highlight input patterns associated with mispredictions, enabling systematic debugging of
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DL models. Deeplnfer [5] introduces rule-based abstractions grounded in weakest-precondition
semantics to infer data constraints under which model predictions remain trustworthy. These
SE-oriented approaches emphasize semantic alignment and developer interpretability with formal
reasoning, reflecting the community’s focus on actionable and verifiable explanations.

Finding 8: Rule-based explanation research in the SE community prioritizes actionable and
verifiable reasoning that supports trustworthiness and debugging, whereas the ML community
focuses on general-purpose and theoretically grounded rule extraction for broad interpretability.

7.1.3  Hidden Semantics Interpretation.

In contrast to attribution- and rule-based methods that focus on input-level signals or explicit
logic approximations, hidden semantics interpretation seeks to reveal the internal concepts learned
by deep models by analyzing the behavior of their hidden neurons. Specifically, it identifies neurons
that consistently respond to interpretable visual features, such as object parts (e.g., animal heads)
or geometric shapes (e.g., wheels), thereby providing insights into the internal representations
learned by the model. In the ML community, Dalvi et al. [53] (AAAI 2019) introduced supervised
(Linguistic Correlation Analysis) and unsupervised (Cross-model Correlation Analysis) techniques
to identify neurons that capture specific linguistic properties or play a crucial role in model behavior.
Their work advances post-hoc interpretability by enabling fine-grained analysis of how language
information is distributed and localized across neurons in deep learning models.

In the SE community, Gill et al. [87] (ICSE 2025) introduced TraceFL for federated learning (FL).
TraceFL operates at the central aggregator and leverages the concept of neuron provenance. This
fine-grained mechanism captures the flow of information from client models to the fused global
model by identifying influential neurons activated during inference and mapping them back to
the originating client neurons. By computing neuron-level gradients and contributions, TraceFL
constructs an end-to-end provenance graph that quantifies each client’s responsibility for a given
prediction.

While both the ML and SE communities leverage hidden semantics interpretation to analyze
internal neuron behavior, their emphases reflect domain-specific needs and challenges. In the ML
community, the focus lies in understanding how individual neurons encode general linguistic
or semantic properties within deep NLP models. Techniques such as those proposed by Dalvi et
al. [53] aim to localize interpretable linguistic patterns, thereby enhancing transparency in model
predictions. In contrast, the SE community adopts a more system-level perspective, as exemplified
by TraceFL [87], which emphasizes the traceability and accountability of neuron-level contributions
in distributed learning settings. Rather than explaining what a neuron represents, the goal is to
quantify where it comes from (i.e., which client model contributed to a specific activation), thus
supporting debugging and trust assessment in federated software systems.

Finding 9: While the ML community uses hidden semantics interpretation to understand what
internal neurons represent, the SE community focuses on tracing where neuron activations come
from to support debugging and build trust in distributed or federated learning systems.

7.14  Explanation by Example.

Explanation by Example is one category of interpretability methods but is not considered
mainstream [292]. It explains a model’s prediction by referring to similar training examples that most
influenced the decision. Currently, only the ML community has a small number of related papers,
so we did not conduct a comparison between the SE and ML communities. A representative method
in this category is Influence Functions, proposed by Koh and Liang [141] (ICML 2017). Influence
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Functions estimates the impact of each training instance on a given prediction by approximating
how the model’s parameters would change if that instance were upweighted or removed. This
allows users to trace predictions back to the most influential training examples, thereby providing
clear, example-based explanations of model behavior.

7.2 Active Interpretability Methods

In contrast to post-hoc approaches that generate explanations after model training, active
interpretability methods aim to enhance interpretability by integrating explanation mechanisms
directly into the training process or model architecture. These methods are not yet mainstream
and have only been explored in the ML community. Therefore, we did not conduct a comparative
analysis between the SE and ML communities.

1) Decision tree A representative active interpretability approach is Neural-Backed Decision Trees
(NBDT), proposed by Wan et al. [241] (ICLR 2021). NBDT replaces the final linear classification
layer of a neural network with a differentiable sequence of decision rules, enhancing both accuracy
and interpretability.

2) Generalized additive model (GAM) Another line of work draws inspiration from classical
statistical models to design neural architectures that retain functional transparency. Agarwal et
al. [4] (NeurIPS 2021) introduced Neural Additive Models (NAMs), a class of interpretable neural
networks that combine the functional transparency of generalized additive models (GAMs) with the
expressive power and scalability of deep learning. By structuring the model as a linear combination
of feature-specific subnetworks, NAMs offer precise per-feature interpretability via learned shape
functions, while retaining competitive predictive performance.

3) Model optimization Beyond architectural design, another approach integrates interpretability
objectives directly into the training process. Ross et al. [204] (IJCAI 2017) proposed to incorporate
model explanations into the training objective by regularizing input gradients. This approach
encourages models not only to make accurate predictions but also to make their decision logic
consistent with human domain knowledge. By constraining explanations during training, the
method improves generalization under distributional shifts and enables the discovery of multiple
models with comparable accuracy but qualitatively different explanations in an unsupervised
setting.

4) Interpretable modules Another important direction focuses on introducing interpretable
components into deep neural networks. Chen et al. [32] (NeurIPS 2019) proposed ProtoPNet,
which integrates case-based reasoning into the model architecture to improve interpretability.
By incorporating a prototype layer into the network, ProtoPNet enables predictions to be made
through part-level comparisons between input image regions and learned prototypical parts from
the training set. Each prototype is directly visualizable and corresponds to a latent patch of a real
training image, making the decision process interpretable.

5) Other methods In addition to the representative methods in each category discussed above,
recently, Arya et al. [14] (NeurIPS 2024) proposed B-cosification, which utilize lightweight architec-
tural transformations for modifying existing deep neural networks to achieve interpretability. By
replacing standard linear layers with B-cos transformation and removing bias terms, B-cosification
enables faithful and human-interpretable explanations in the form of dynamic linear summaries.
Moreover, Zhu et al. [308] (CVPR 2025) introduced non-parametric part prototype learning for
interpretable image classification. This approach substantially enhances the interpretability of
prototypical part networks (ProtoPNets) by clustering deep features extracted from self-supervised
Vision Transformers to derive semantically part prototypes for each class. These prototypes could
capture diverse object parts, enabling more intuitively understandable visual explanations.
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7.3 Analysis of Interpretability Techniques

Building on the prior review of existing interpretability techniques, this section analyzes how these
methods are adopted and adapted in the context of deep learning system testing. Specifically, we
compare the interpretability-oriented efforts in the machine learning (ML) and software engineering
(SE) communities, focusing on the methodological landscape and domain-specific research priorities.
Current Landscape: Interpretability remains an emerging focus in the SE community, with
comparatively fewer related works. Existing SE studies primarily adapt rule-based, attribution-
based, and hidden semantics methods for model understanding, typically tailored to software-
specific domains such as code classification (e.g., Robin [162], DeciX [38]) or federated systems (e.g.,
TraceFL [87]). These approaches aim to support debugging and local trust assessment, aligning
with traditional SE goals of fault localization and specification assurance.

On the other hand, the ML community advances a wider landscape of interpretability techniques
across both post-hoc and active categories. Post-hoc efforts include landmark methods such as
LIME [200], Anchors [201], and influence functions [141], complemented by recent benchmarking
efforts (e.g., Meta-Rank [65]) that systematize evaluation. Active methods (e.g., Neural-backed
Decision Trees [241], Neural Additive Models [4], and ProtoPNet [32]) directly optimize model
structure or training objectives to embed interpretability in the learning process, typically achieving
model-intrinsic transparency.

Finding 10: Interpretability-oriented research in the SE community remains in a developmental
stage, with a smaller body of work focused on adapting classical rule-based, attribution-based, and
semantic analysis methods to improve interpretability in DL systems. In contrast, the ML community
exhibits rapidly evolving progress across a broader methodological landscape, advancing both post-
hoc and active interpretability.

Domain Priorities: SE research emphasizes interpretability techniques tailored to software tasks,
prioritizing local explainability to support debugging, specification checking, and trust in dis-
tributed settings. Representative approaches include attribution-based techniques for robustness
(Robin [162]), counterfactual explanations [47], and neuron provenance tracking (TraceFL [87]). By
contrast, ML interpretability research tends to be domain-agnostic, aiming for general-purpose ex-
planations applicable across vision, language, and multimodal tasks. Moreover, the ML community
focuses on building scalable, model-agnostic explanation mechanisms and standardized evaluation
frameworks to ensure interpretability across diverse architectures and deployment settings.

Finding 11: SE research prioritizes local interpretability for debugging, traceability, and speci-
fication assurance in domain-specific tasks. In contrast, ML research focuses on domain-agnostic
interpretability, emphasizing generality and standardized evaluation across diverse tasks and
architectures.

8 ROBUSTNESS AND SECURITY TECHNIQUES

Testing techniques for robustness and security are designed to evaluate how deep learning systems
respond to unexpected, accidental, or maliciously crafted inputs. We organize the existing work
into four categories: 1) testing against natural or accidental perturbations (cf. Section 8.1), 2)
testing against maliciously crafted attacks (cf. Section 8.2), 3) testing and measurement frameworks
(cf. Section 8.3), and 4) robustness defense techniques (cf. Section 8.4). Figure 10 presents the
workflow of robustness and security testing techniques, summarized from the perspectives of the
four categories above. As there already exist numerous comprehensive and mature surveys on
DNN robustness [6, 60, 64, 265, 286], we only highlight some representative works.
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Fig. 10. Workflow of robustness and security testing techniques
8.1 Testing Against Natural/Accidental Perturbations

This category includes testing approaches that simulate real-world noise, corruptions, or distri-
butional shifts. Examples include noise, blur, brightness shifts, and background variations. Such
perturbations are not crafted with malicious intent but can still significantly affect model perfor-
mance.

In the ML community, robustness testing against natural and accidental perturbations has
evolved from standardized benchmark creation to input-space and model-level robustness en-
hancement. Early efforts primarily focused on establishing reproducible and scalable evaluation
frameworks to quantify the impact of real-world corruptions on deep neural networks. A significant
milestone in this direction was the creation of ImageNet-C and ImageNet-P by Hendrycks et al. [111]
(ICLR 2019), which provided a comprehensive suite of algorithmically generated corruptions (e.g.,
noise, blur, weather distortions) and perturbation sequences for evaluating model stability. These
benchmarks quickly became the standard for measuring robustness against natural corruptions
and inspired a wave of research on robustness-aware learning.

Building on these benchmarks, subsequent research has explored more advanced data augmen-
tation techniques to improve model robustness. For instance, Hendrycks et al. [110] ICCV 2021)
proposed DeepAugment, a novel data augmentation technique that leverages image-to-image neural
networks to generate semantically consistent but structurally diverse distortions by perturbing
internal representations of deep models during the forward pass. These distortions simulate natural
corruptions such as blur, texture variation, and style shifts.

In parallel, other works explored systematic robustness diagnostics to evaluate and understand
the generalization limits of augmentation-based training. For instance, Mintun et al. [181] (NeurIPS
2021) focused on analyzing the effectiveness of various data augmentations in improving robustness
against natural corruptions. They proposed the Minimal Sample Distance (MSD), a perceptual
similarity metric that quantifies the alignment between augmentation schemes and test-time
corruptions. Their work critically evaluates existing augmentations, revealing that many fail to
generalize to unseen or perceptually dissimilar corruptions. To address this gap, they also introduced
new corruption benchmarks tailored for such evaluations.

More recently, the research focus has extended into the model-internal space, exploring how noise
injection at the parameter level can promote robustness. Trinh et al. [236] (NeurIPS 2024) proposed
Data Augmentation via Multiplicative Perturbations (DAMP), which introduces multiplicative
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weight noise during training to enhance the robustness of deep neural networks across diverse
natural corruption types, such as noise (e.g., Gaussian, shot, impulse), blur (e.g., defocus, motion,
zoom) and weather effects (e.g., snow, frost, fog).

In the SE community, robustness testing against natural and accidental perturbations has grad-
ually evolved from exploratory test case generation to robustness analysis techniques. Early efforts
primarily focused on enhancing environmental diversity through synthetic data generation, aiming
to simulate realistic scenarios that deep learning models may encounter post-deployment [194, 284].
For example, Zhang et al. [284] (ASE 2018) proposed DeepRoad, which employs Generative Adver-
sarial Networks (GANSs) to produce driving scenes under diverse weather conditions, including
extreme scenarios such as heavy snow and hard rain. Zhong et al. [304] (FASE 2021) investigated
the local robustness of deep neural networks under natural and accidental perturbations, such as
rotations, translations, rain, and fog. They introduced the concept of neighbor accuracy to quantify
per-input robustness and proposed both white-box (DeepRobust-W) and black-box (DeepRobust-B)
methods to effectively localize non-robust inputs that could lead to incorrect model behavior.

As deep learning systems were increasingly applied to safety-critical domains such as autonomous
driving, researchers began to repurpose traditional software testing methodologies (e.g., fuzzing
and mutation testing) to expose hidden model weaknesses under real-world conditions [231]. Gao
et al. [82] (ICSE 2020) proposed Sensei, which repurposes software testing methods, specifically
mutation-based fuzz testing, for data augmentation of deep neural networks. Sensei employs
genetic search to generate challenging input variants, thereby improving DNN robustness against
naturally occurring environmental perturbations. More recent work has shifted toward fine-grained
robustness diagnostics, focusing on quantifying and localizing model vulnerabilities at the level of
individual inputs [246, 249, 304]. This evolution reflects the SE community’s emphasis on testing
efficiency, input-level fault detection, and practical integration into verification workflows. The
following studies exemplify this progression in testing strategies.

8.2 Testing Against Maliciously Crafted Attacks

In contrast to natural or accidental perturbations, which arise from environmental or operational
noise, this category targets the evaluation of model robustness against maliciously crafted inputs
intentionally designed to induce model failures.

8.2.1 Data-oriented Attacks.

Data plays a central role in deep learning systems, serving as both the foundation for model
training and the basis for reliable inference. The quality of training and testing data directly
influences a model’s behavior and generalization capabilities. However, this strong data dependence
also makes deep learning models inherently vulnerable to data manipulation. Data-oriented attacks
exploit this vulnerability by deliberately tampering with input data (either at training time or
inference time) to induce misbehavior without modifying the model’s architecture or learning
algorithm.

(1) Adversarial Attacks Among data-oriented attacks, adversarial attacks have emerged as the
most extensively studied class of techniques for evaluating the robustness of deep learning models
at inference time. These attacks generate carefully crafted perturbations on input data to mislead
the model into producing incorrect predictions, while keeping the perturbations imperceptible
to humans. Common approaches include gradient-based methods such as the Fast Gradient Sign
Method (FGSM) [91] and Projected Gradient Descent (PGD) [176], optimization-based attacks such
as the Carlini and Wagner (C&W) attack [28], and black-box or ensemble-based methods such as
AutoAttack [52] and Square Attack [11]. These representative approaches have become standard
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baselines for adversarial robustness evaluation across a wide range of deep learning architectures
and tasks.

Recent advances have further expanded this line of research toward improving the efficiency,
transferability, and realism of adversarial examples. For instance, Abdollahpoorrostam et al. [2]
(NeurlIPS 2024) proposed SuperDeepFool, a parameter-free attack that generates minimal #,-norm
perturbations through a projection-based alignment with the decision boundary, achieving compet-
itive success rates at substantially lower computational cost. Guo et al. [103] (CVPR 2025) further
introduced the Multi-Objective Set-based Attack (MOS Attack), which optimizes multiple surrogate
loss functions simultaneously to discover synergistic perturbation patterns, yielding improved at-
tack efficiency and generalization across models. For a broader taxonomy of adversarial attacks, we
refer the reader to authoritative surveys [6, 17, 29, 198, 306], which offer comprehensive overviews
of the field.

While adversarial attack research in the ML community largely focuses on perturbing inputs

such as images, audio, or text to evaluate or degrade model performance across tasks like classifica-
tion and detection, the SE community emphasizes attacks that target software-specific artifacts
(e.g., source code, comments, programs) and software engineering tasks (e.g., code generation,
bug detection). Zhou et al. [306] (TOSEM 2022) proposed ACCENT for deep learning-based code
comment generation models. ACCENT crafts adversarial code snippets by substituting programmer-
defined identifiers while preserving the code’s syntactic correctness and semantic equivalence,
thereby misleading models to produce incorrect or irrelevant comments. Zhang et al. [279] (ES-
EC/FSE 2023) proposed DeepRover, a fuzzing-based attack framework designed for assessing the
robustness of DNNs in image classification tasks. DeepRover generates adversarial examples by
introducing minor input perturbations that can mislead DNN decisions and has been shown to be
more query-efficient and effective than prior blackbox attack methods. Huang et al. [117] (ICSE
2025) propose ITGen for deep code models. Unlike prior techniques that focus on replacing identi-
fiers based on static importance scores or context, ITGen integrates feedback from failed attacks to
refine its generation strategy. By employing a bit vector-based representation of code variants and
coupling it with an enhanced Bayesian optimization framework, ITGen effectively mitigates local
optima bias and improves search efficiency.
(2) Poisoning Attacks Compared to adversarial attacks, poisoning attacks have received relatively
less attention but remain an important and emerging line of research. It differs fundamentally from
adversarial attacks in that they corrupt the training process rather than the inference process. While
adversarial attacks manipulate inputs at test time to cause mispredictions, poisoning attacks inject
carefully crafted malicious data points into the training set to implant backdoors, bias decision
boundaries, or degrade model performance over time.

In the ML community, early research primarily focused on backdoor poisoning attacks, in
which models are trained to perform normally on clean inputs, but deliberately misclassify inputs
that contain attacker-specified triggers. For instance, Gu et al. [98] proposed BadNets, which
demonstrated that inserting poisoned training data embedded with subtle triggers could reliably
implant backdoors without degrading validation accuracy or changing the model architecture.
Building on this, Chen et al. [40] introduced more practical targeted backdoor attacks under a
realistic and constrained threat model, where the attacker lacks knowledge of the model and training
set and can only inject a small number of poisoned examples. They proposed both instance-key
and pattern-key attack strategies, showing high attack success rates even in low-resource settings.

Subsequent research expanded into clean-label poisoning, a subtler paradigm where the labels of
poisoned examples remain correct, thus evading obvious manual inspection. Shafahi et al. [211]
(NeurIPS 2018) showed that even without label tampering, poisoned samples could shift the model’s
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decision boundary toward targeted misclassifications. As poisoning attacks moved toward dis-
tributed and privacy-preserving settings, Fang et al. [74] (USENIX 2020) revealed that federated
learning systems remain vulnerable to local poisoning attacks by malicious participants, even
when using Byzantine-resilient aggregation. They highlighted the systemic risks of poisoning in
collaborative training.

In parallel, defenses also began to emerge. For example, Xia et al. [259] (JJCAI 2022) proposed
ARGD, a distillation-based defense that aligns attention-based feature correlations between teacher
and student models, successfully removing backdoors while preserving performance on clean data.
More recently, the scope of poisoning attacks has further expanded to dynamic learning settings.
Abbasi et al. [1] (CVPR 2024) introduced BrainWash, a novel attack targeting continual learning
systems. Unlike prior attacks aiming for misclassification, BrainWash induces targeted forgetting by
reconstructing proxy data for past tasks through model inversion, and subtly poisoning new task
data to erase prior knowledge. This highlights a shift in poisoning research from static misbehavior
injection to long-term model manipulation across time.

The works above represent several influential poisoning attack techniques across different
settings and threat models. For a more comprehensive overview of poisoning attacks and defenses
(including taxonomy, methodologies, and recent trends), we recommend that readers refer to the
corresponding surveys [45, 73, 233, 245].

While poisoning attacks in the ML community typically aim to inject misclassification behavior
into models for image, text, or audio tasks (such as label flipping, backdoor triggering, or decision
boundary manipulation), the SE community focuses on task-specific consequences that arise
from poisoning software engineering artifacts. These artifacts include source code, code-comment
pairs, or code repositories used to train models for generation, retrieval, or vulnerability detection.
Rather than inducing generic mispredictions, SE-oriented poisoning attacks often aim to manipulate
downstream behaviors such as code suggestion ranking, vulnerable pattern generation, or model-
guided patching. For example, Wan et al. [243] (ESEC/FSE 2022) demonstrates that by poisoning a
small fraction of the training corpus with carefully crafted malicious code snippets (containing
triggers and baits), attackers can significantly manipulate search rankings, pushing vulnerable code
into top results without degrading overall model performance. Cotroneo et al. [49] (ICPC 2024)
proposed a targeted data poisoning strategy for NL-to-code models by injecting vulnerable code
into training data without changing the natural language descriptions.

8.2.2 Model-oriented Attacks.

While data-oriented attacks manipulate the input data used for training or inference, another line
of attacks directly targets the model itself. Attackers modify the model’s architecture, parameters,
or training process to inject malicious behavior [108].

In the ML community, model-oriented attacks have primarily focused on embedding hidden
backdoors or weakening robustness by tampering with model parameters. Early works in this
area typically assumed strong attacker capabilities, such as full access to model architectures
or training procedures, enabling direct injection of malicious behaviors into the model. Liu et
al. [169] (NDSS 2018) proposed Neural Trojan Attacks, which embed hidden backdoors into neural
networks, enabling malicious behavior to be triggered by specific inputs while maintaining normal
performance. Ji et al. [123] (CCS 2018) proposed model-reuse attacks, where attackers subtly modify
pre-trained models so that, after integration, host systems produce attacker-chosen outputs for
certain inputs without affecting normal behavior on others.

Building upon these early explorations, subsequent research has increasingly shifted towards
more stealthy and realistic threat models that require weaker assumptions, making attacks more
feasible in practical deployment scenarios. Kurita et al. [145] (ACL 2020) reveal that pre-trained
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models are vulnerable to weight poisoning attacks, where backdoors are injected into model
weights and persist through fine-tuning. These attacks allow adversaries to control model outputs
by inserting specific trigger keywords, without degrading clean task performance. Yu et al. [273]
(ICML 2023) proposed adversarial parameter attacks that subtly perturb model parameters to
preserve clean accuracy while severely reducing adversarial robustness.

Compared to the ML community, which adopts a model-centric and algorithm-level perspective
focusing on the internal mechanisms of learning algorithms, the SE community approaches model-
oriented attacks from a system-level and deployment-aware perspective. Researchers in SE focus
on how ML models behave once they are integrated into complex software systems, such as mobile
applications, cloud services, or edge devices. For example, Li et al. [156] (ICSE 2021) proposed
DeepPayload, which injects malicious logic into compiled models by modifying their data-flow
graphs without access to training data or retraining. Huang et al. [120] (ICSE 2021) investigated
the feasibility of adversarial attacks on deep learning models embedded in real-world Android
apps. They proposed a comprehensive attack pipeline that identifies fine-tuned on-device models
by matching them with highly similar pre-trained models (e.g., from TensorFlow Hub), enabling
effective adversarial attacks. Zhang et al. [288] (IEEE Trans. Comput., 2023) propose a reference-
data-independent model poisoning attack, which enables adversaries to manipulate neural networks
without access to the training dataset or data belonging to the target label.

When comparing the SE and ML communities, we also see that model-oriented attacks in the ML
domain often assume strong attacker capabilities, such as full or partial access to training data, model
parameters, or the training pipeline. These studies typically explore vulnerabilities such as backdoor
injection, weight poisoning, and adversarial fine-tuning during model development. The attacks
are primarily designed to compromise model integrity or robustness in controlled experimental
settings. In contrast, in the SE community, the attacker’s assumptions are often weaker but more
practical, reflecting real-world constraints. For example, attacks may be carried out through reverse
engineering of compiled models, tampering with model files in deployment environments, or
manipulating software interfaces that trigger model predictions. The SE community places greater
emphasis on the feasibility and stealthiness of attacks in production environments, even when
access to training data or the ability to retrain models is not available.

8.3 Testing and Measurement Frameworks

This category covers testing frameworks and tools designed to support robustness evaluation. As
both natural perturbations (e.g., noise, blur, occlusion) and adversarial attacks become increasingly
sophisticated, the need for standardized, reproducible, and interpretable evaluation methodologies
has become critical.

In the ML community, there has been a growing consensus around the necessity for formalized
evaluation standards. Carlini et al. [27] critically reviewed common pitfalls in evaluating adversarial
defenses and proposed foundational principles for robustness evaluation, including adaptive attacks,
clearly defined threat models, and reproducible reporting practices. Their insights shaped much of
the subsequent tooling and benchmarking efforts. Croce et al. [52] (ICML 2020) further operational-
ized these ideas by introducing AutoAttack, a fully automatic and parameter-free evaluation suite
combining multiple strong adversarial attacks. This significantly reduced inconsistencies across
studies and enabled reproducible comparison of robustness claims. Building on AutoAttack, the
authors established RobustBench [50], an open-source leaderboard that tracks state-of-the-art ad-
versarial robustness results across models and datasets, reinforcing community-wide transparency
and benchmarking.
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Expanding on robustness metrics, Guo et al. [101] proposed a comprehensive evaluation frame-
work that integrates 23 diverse metrics (ranging from neuron coverage to perturbation impercepti-
bility) to analyze robustness from both model- and data-oriented dimensions. This multidimensional
view reflects a trend in the ML community to move beyond simple adversarial accuracy as a robust-
ness proxy. More recently, Simonetto et al. [216] (NeurIPS 2024) addressed the gap in robustness
evaluation for tabular data, introducing TabularBench, a benchmark covering critical domains such
as healthcare and finance. Meanwhile, Li et al. [158] (NeurIPS 2024) proposed GREAT Score, which
estimates global robustness using generative models to approximate the data manifold, offering a
non-attack-based perspective to measuring a model’s resilience.

In contrast to the ML community, which primarily evaluates robustness using standardized
benchmarks and attack pipelines, the SE community places greater emphasis on the practical
testability, diagnosability, and deploy-time behaviors of DNNs within software systems. SE ap-
proaches typically incorporate metrics and strategies inspired by software testing, runtime analysis,
and verification. For example, Zhang et al. [287] (ICSE 2020) approached adversarial robustness
from an uncertainty-guided testing perspective. They proposed generating test cases based on
uncertainty metrics such as prediction confidence and variation ratio to uncover both rare benign
and adversarial behaviors. This approach aligned with principles of boundary testing in traditional
SE. Tian et al. [232] (ICSE 2020) introduced Deeplnspect, which shifts the robustness analysis from
individual inputs to class-level semantics. They designed a neuron activation probability matrix
and a weight-based baseline to detect systematic confusion and bias patterns missed by per-sample
evaluation.

From a practical engineering perspective, Wang et al. [246] (ICSE 2021) proposed RobOT, which
not only detects vulnerabilities but also closes the loop with retraining. They introduced lightweight
metrics strongly correlated with robustness to prioritize impactful test inputs, illustrating a tight
integration between testing and model improvement. This is similar to test-driven development in
SE.

Complementing these empirical testing approaches, Xue et al. [267] (ISSTA 2023) proposed
DualApp, a formal verification framework that enhances robustness measurement through theo-
retical guarantees. By leveraging a dual-approximation method that constructs tighter bounds on
activation functions, DualApp offers a more precise estimation of robustness margins. This line of
work addresses a key limitation of empirical methods (lack of formal assurance) by bridging the
gap between software verification and DNN safety analysis. Further expanding the scope of test
input selection, Sun et al. [221] (TSE 2023) introduced a robust test selection (RTS) framework that
prioritizes failure-revealing inputs. By integrating noise filtering, majority voting, and a probability
tier matrix, RTS aims to uncover diverse and non-redundant failure patterns.

Overall, the ML and SE communities adopt fundamentally different perspectives in robustness
evaluation. ML research emphasizes standardized benchmarks, reproducibility, and attack-driven
comparisons, aiming to measure model robustness in controlled settings. In contrast, SE approaches
embed robustness testing within the software engineering lifecycle, focusing on diagnosability, test-
retrain integration, formal verification, and deployment-aware behavior. While ML-centric methods
support generalizable benchmarking, SE-centric frameworks offer greater practical relevance and
actionable guidance for improving model reliability in real-world systems. Bridging these two
views (combining empirical effort with system-level validation) remains a critical direction for
future robustness research.

8.4 Robustness Defense Techniques

Robustness defense techniques are designed to enhance the robustness of deep learning models.
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8.4.1 Mitigation techniques.

Mitigation techniques focused on proactively improving the robustness of deep learning models

against attacks.
(1) Adversarial Training Adversarial training is one of the most widely studied defense techniques
in the ML community, which improves model robustness by incorporating adversarial examples
into the training process. The initial idea, introduced by Goodfellow et al. [92] through FGSM,
demonstrated that injecting adversarial examples during training can improve model robustness.
This was later formalized by Madry et al. [176] as a minimax optimization problem, establishing a
principled foundation for robust training. Subsequent work, such as TRADES [280] (ICML 2019),
introduced regularized loss functions to balance robustness and accuracy, while more recent
studies [290] (ICML 2024) explored connections between input-perturbation-based and weight-
perturbation-based training objectives (e.g., SAM). Despite its effectiveness, adversarial training
remains computationally intensive and often overfits to specific attack types [198], motivating
ongoing research on generalization, efficiency, and robustness verification. The above discussion
highlights representative literature in adversarial training. For a broader and more systematic
overview, we refer readers to the survey by Ren et al. [198].

In the SE community, adversarial training has received relatively limited attention compared to
the ML community. For example, Zhang et al. [293] (ASE 2022) proposed Dare, a model training
framework which goes beyond traditional adversarial training by transforming classification
models into isomorphic regression models. This transformation enables the model to capture small
perturbations more sensitively through a fine-grained loss function.

(2) Pre-processing Pre-processing is another major line of defense in adversarial robustness,
which aims to enhance the robustness of models against adversarial examples through input
transformations. Most existing work on input pre-processing defenses has been conducted within
the ML community, with rare contributions from the SE community. For example, Xu et al. [266]
(NDSS 2018) proposed Feature Squeezing, which reduces the degrees of freedom of input samples
through color bit-depth reduction and spatial smoothing, thereby making adversarial perturbations
less effective. Song et al. [218] (ICLR 2018) proposed PixelDefend, which improves the robustness of
classifiers against adversarial examples by slightly modifying the input image to move it back toward
high-probability regions of the training data distribution. Gao et al. [83] (NeurIPS 2022) investigated
the limitations of stochastic pre-processing defenses against adversarial examples. Their study
demonstrated that many existing stochastic defenses incorporate insufficient randomness, rendering
them vulnerable even to standard attacks without requiring advanced techniques.

(3) Ensemble Methods These methods are based on Ensemble Learning [62], which combines
multiple models to solve a problem by aggregating their predictions. Early work by Trameér et
al. [235] (ICLR 2018) laid the foundation by introducing ensemble adversarial training, which mixes
adversarial inputs from multiple sources during training. Later advancements such as iGAT [59]
(NeurIPS 2023) and EED [126] (CVPR 2025) further refined this idea by strategically allocating
adversarial examples and promoting structural diversity within ensembles, improving both white-
box robustness and computational efficiency.

Ensemble methods are not currently considered a mainstream approach in adversarial defense,
but they remain a representative line of research. Their limited adoption is primarily due to the
following reasons: 1) High computational overhead. Combining multiple models increases storage
and inference costs; 2) Limited effectiveness under white-box attacks. As noted by Tramér et al. [235],
ensemble defenses provide only marginal improvements against white-box adversaries; and 3)
Scalability challenges. Achieving significant robustness gains often requires sufficient diversity
among base models, which is difficult to realize in practice.
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(4) Structural-based Methods In the context of software engineering research, there has been
increasing interest in structure-based defenses, which aim to protect ML models by adjusting
model architecture, controlling access or deployment mechanisms, or shaping input/output distri-
butions to reduce adversarial vulnerability. Zhang et al. [295] (ICSE 2023) introduced FedSlice for
crowdsourcing federated learning (CFL). FedSlice slices the server-side model into heterogeneous
segments, distributing different slices to participants. This strategy prevents any single participant
from accessing the full model, thereby mitigating threats such as adversarial, gradient leakage, and
inference attacks.

8.4.2 Detection Techniques.

Unlike training-based or architecture-level defenses that aim to improve a model’s robustness,
detection techniques focus on identifying adversarial or malicious inputs at inference time, in order
to reject them or to alert the system. Early efforts in the ML community primarily explored statis-
tical differences between benign and adversarial inputs. Grosse et al. [95] introduced a statistical
testing approach using Maximum Mean Discrepancy (MMD) and Energy Distance to differentiate
input distributions. Xu et al. [266] (NDSS 2018) proposed Feature Squeezing, which applies input
transformations (e.g., color depth reduction and smoothing) to amplify the detectability of adver-
sarial perturbations. Around the same time, Meng and Chen [180] (CCS 2017) proposed MagNet,
combining detectors and autoencoder-based reformers to both identify and recover adversarial
examples through manifold projection.

More recently, in the context of text models, Nguyen et al. [185] introduced VoteTRANS, a
training-free detection method that applies multiple input transformations and detects adversarial
texts based on label inconsistency across these variants. Mumcu and Yilmaz [184] proposed a
detection method based on feature regression across layers. By learning to predict deeper-layer
features from earlier activations, their approach identifies adversarial examples through elevated
prediction errors.

While the ML community emphasizes statistical patterns or internal feature behaviors for
adversarial detection, the SE community focuses more on practical, testability-oriented strategies
that leverage model behavior under mutations, pruning, or runtime analysis. Wang et al. [247]
(ICSE 2019) integrated model mutation testing with statistical hypothesis testing for detection. The
approach is based on the observation that adversarial examples are significantly more sensitive
to model mutations compared to benign inputs. Chen et al. [41] (ASE 2021) proposed Graph-
Guided Testing (GGT), which detects adversarial samples by generating diverse pruned models
guided by graph-theoretic properties of the neural network architecture. More recently, Zhao et
al. [298] (TOSEM 2024) introduced the A2D (Attack as Detection) framework, which repurposes
adversarial attack cost as a robustness proxy to identify abnormal inputs, including adversarial,
backdoored, and mislabeled examples. Peng et al. [192] (TOMM 2024) proposed AED-PADA, which
improves generalization of adversarial example detectors by introducing Principal Adversarial
Domain Adaptation. Their framework identifies principal adversarial domains (PADs) covering
broad adversarial feature spaces and applies multi-source domain adaptation to enhance detection
performance on unseen attacks.

Overall, adversarial detection techniques in the ML community tend to emphasize theoretical
soundness, generalization across tasks, and alignment with statistical or representational properties
of neural networks. For example, methods such as MagNet [180], VoteTRANS [185], and layer-wise
feature regression [184] explore intrinsic data or feature consistency to distinguish adversarial
inputs across modalities. In contrast, the SE community often adopts a more pragmatic perspective,
emphasizing testability and deployment feasibility in operational environments. Techniques such
as mutation-based detection [247] and graph-guided testing [41] leverage model behavior under
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controlled perturbations or structural variations, aligning detection with well-established software
testing paradigms. While ML methods push the boundary of detection accuracy and theoretical
generality, SE methods contribute complementary insights by integrating robustness evaluation
into practical, system-level testing workflows.

8.4.3 Adaptive Test-time Defenses.

Adaptive test-time defenses aim to dynamically adjust inputs or model components at inference
time to mitigate adversarial effects, often without retraining. Compared to training-time defenses,
these methods are typically more flexible but also incur additional runtime overhead due to their
reliance on auxiliary modules.

In the ML community, recent efforts have explored both input purification and model adaptation
strategies. Croce et al. [51] (ICML 2022) provided a systematic categorization of such methods and
revealed that, despite their complexity, many adaptive defenses offer marginal gains over static ones
under strong adversaries. To reduce overhead, Kulkarni and Weng [144] (ECCV 2024) proposed
IG-Defense, a training-free and efficient method that leverages interpretability to identify and mask
non-critical neurons during inference. Wang et al. [252] (CVPR 2025) focused on vision-language
models and introduced TAPT, which adaptively tunes textual and visual prompts during inference
to enhance zero-shot adversarial robustness.

By contrast, the SE community has conducted limited work in this area, and adaptive test-time
defense remains an underexplored research direction. Huang et al. [118] (ISSTA 2022) proposed a
robustness quantification framework based on e-weakened robustness, which relaxes traditional
binary definitions. Instead of requiring absolute correctness under all perturbations, their framework
allows a bounded error margin, thereby making robustness evaluation more practical in real-world
deployment scenarios.

8.5 Analysis of Robustness and Security Techniques

Below, we provide an overall analysis of this entire section. Table 4 summarizes representative
robustness and security testing techniques from both the SE and ML communities, categorized into
four areas: natural perturbations, malicious attacks, testing frameworks, and defense strategies. In
the SE community, many works focus on adapting traditional software testing methodologies (such
as fuzzing, mutation testing, and formal verification) for evaluating robustness of deep learning
systems under both natural and adversarial perturbations. For natural or accidental perturbations,
approaches like fuzzing-based test augmentation [82] and robustness localization techniques [304]
have been employed to expose hidden model vulnerabilities in realistic scenarios.

Against maliciously crafted inputs, the literature has proposed fuzzing-based adversarial ex-
ample generation [279], adversarial code transformation [117, 306], and logic or model poisoning
strategies [156, 288]. For measurement and evaluation, several SE frameworks introduce failure
pattern discovery [221, 232], robustness indicators based on uncertainty and confidence [246, 287],
and formal verification methods for provable robustness [267].

In the ML community, robustness and security testing efforts concentrate more on data-centric
and model-centric strategies that are broadly applicable across domains. For natural or accidental
perturbations, benchmark-driven data augmentation methods (e.g., ImageNet-C [111]) and metrics-
based robustness evaluations [181] are widely adopted. To assess vulnerability under adversarial
conditions, ML research explores a variety of malicious attack types, including gradient-based [92,
176], optimization-based [28], and parameter perturbation attacks [273].

In terms of measurement and evaluation, the community emphasizes standardized platforms
and scalable metrics, including AutoAttack [52], RobustBench [50], and the GREAT score [158].
To enhance robustness, ML researchers have developed a set of defense techniques, ranging from
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2108 Table 4. Summary of robustness and security testing techniques in the SE and ML communities

2109 Category of Technology SE ML

2110 GANSs-based [284] Benchmarking [111]

2111 Natural/Accidental Perturbations Fuzzing-Based [82] Data Augmentation [110, 236]

112 Robustness localization [304] Metrics [181]

2113 Fuzzing-based attack [279] Gradient-based [92, 176]

o114 Adversarial Code [117, 306] Optimization-based [28, 103]
Maliciously Crafted Attacks Code poisoning [49, 243] Data poisoning [1, 98]

2115 Logic injection [156] Weight/parameter perturbation [123, 169, 273]

2116 Model poisoning [288]

2117 Failure Pattern Discovery [221, 232] Methodological foundations [27]

2118 Testing and Measurement Frameworks Robustness Indicator [246, 287] Benchmarking [50, 52, 216]

2119 Formal robustness verification [267] Metrics [101, 158]

2120 Adversarial Training [293] Adversarial Training [92, 176, 280, 290]

2191 Structural-based [295] Pre-processing [83, 218, 266]
Robustness Defense Techniques Adversarial Detection [41, 192, 247, 298] Ensemble Defenses [59, 126, 235]

2122 Test-time Defenses [118] Adversarial Detection [95, 180, 266]

2123 Test-time Defenses [51, 144, 252]

2124

adversarial training [176], preprocessing [266], and ensemble methods [235], to adaptive test-time

2125 defenses [252].
2126

2127 Finding 12: Robustness and security research in the SE community emphasizes system-level
2128 testing and verifiable analysis by adapting classical software engineering techniques (e.g., fuzzing,
2129 mutation testing, formal verification). In contrast, the ML community prioritizes data- and model-
2130 centric robustness strategies, along with standardized benchmarking and evaluation pipelines for
2131 cross-domain generalizability.

2132

2133

32 9 CORRECTNESS TECHNIQUES

2135 Correctness-Oriented Testing Techniques for deep learning testing refer to a set of techniques
2136 aimed at verifying and ensuring the correctness of DL models in terms of their predictions and
2137 behaviors, or their conformance to given specifications. It is important to note that some techniques
2138 (such as those for fault detection and accuracy estimation) are also related to ensuring correctness.
2139 However, since their primary objective is to improve testing efficiency by reducing labeling efforts
2140 or computational costs, they are discussed in Section 5 under efficiency-oriented testing. To avoid
2141 overlap between sections, this section focuses on correctness-oriented techniques that cannot be
2142 clearly categorized into other groups, such as those explicitly validating model behaviors using test
2143 oracles, metamorphic relations, or specification-based assertions. Figure 11 exhibits the workflow
2144 of correctness-oriented testing techniques.
2145
g4 9.1 Oracle-based/Oracle-Free Testing
2147 In traditional software testing, test oracles serve as ground truth for determining whether program
2148 behavior is correct. However, in deep learning (DL) systems, where models operate on high-
2140 dimensional, probabilistic functions, oracle definition becomes inherently challenging [163]. To
2150  address this, the SE community has developed a range of oracle-based and oracle-free strategies,
2151 including differential testing, statistical proxies, and learned approximations.
2152 1) Differential testing A widely adopted strategy is differential testing, which bypasses the need
2153 for ground-truth labels by cross-referencing outputs from multiple DL frameworks or models. For
2154 example, Pham et al. [193] (ICSE 2019) proposed CRADLE, which detects inconsistencies across ma-
2155 jor backends (e.g., TensorFlow vs. CNTK) under identical specifications. Wang et al. [253] (FSE 2020)
2156
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Fig. 11. Workflow of correctness-oriented testing techniques
extended this idea in LEMON by introducing model mutations to amplify behavioral divergence
across libraries. Gu et al. [97] (ICSE 2022) further advanced this approach with Muffin, a fuzzing-
based framework that constructs randomized neural architectures to uncover inconsistencies in
loss, gradients, and predictions across training pipelines.

More recently, Wang et al. [248] (TSE 2024) introduced D3, the first differential testing framework

targeting distributed DL systems. D* defines a distributed equivalence rule asserting that outputs
from identical inputs across distributed configurations (e.g., GPU count, sharding, quantization)
should remain consistent. This enables automated generation of distributed scenarios to detect
implementation bugs and numerical instabilities.
2) Statistical oracles Another branch of work leverages statistical oracles, such as DeepGini [75]
(ISSTA 2020), which uses prediction uncertainty (via Gini impurity) as a proxy for error likelihood.
These approaches prioritize tests that expose incorrect behaviors without requiring ground truth
labels. In addition, studies such as DeepXplore [191] (SOSP 2017) adopted a cross-referencing oracle
across multiple models trained for the same task. If these models disagree on the output for a given
input, it is flagged as a potentially incorrect case. This mechanism effectively surfaces corner cases
and erroneous behaviors in autonomous systems. A broader analysis of oracle challenges in ML
systems is provided by Liem and Panichella [163] (ICSE 2020), who categorize oracle types and
analyze practical barriers in deploying them for real-world DL models. By analyzing ImageNet’s
ILSVRC2012 benchmark through heuristics based on entropy and semantic similarity, they detect
structural flaws in label taxonomy, inconsistent class relationships (e.g., synonyms, homonyms,
meronyms), and limitations in data representation. Their findings suggest that high model accu-
racy does not necessarily reflect meaningful visual understanding, and that oracle quality can
significantly impact both model validity and safety in real-world deployments.

9.2 Metamorphic Testing

Metamorphic Testing (MT) is a widely adopted approach for verifying the correctness of deep
learning models in the absence of reliable test oracles. Instead of checking individual outputs against
expected labels, MT validates whether the model behaves consistently under input transformations
that preserve or predictably alter its semantics.

Early work by Dwarakanath et al. [67] (ISSTA 2018) first applied metamorphic testing to deep
learning models. Specifically, they proposed and validated MRs for a ResNet-based image classifier
(such as permutations of RGB channels and convolution operation order) to detect implementation
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bugs. They demonstrated that violations of the defined MRs can effectively uncover implementation
faults in deep neural networks, thereby addressing the oracle problem in deep learning testing.
Building on this foundation, Wang and Su [250] (ASE 2020) extended MT beyond classification to
object detection, proposing MetaOD, which enforces relational consistency between original and
modified inputs through operations such as inserting or duplicating objects.

MT has also been extended to the deep learning software toolchain. Xiao et al. [260] proposed
MT-DLComp, a framework targeting DL compilers, which are critical components responsible for
transforming high-level DNN models into optimized low-level executables across heterogeneous
hardware platforms. By defining semantics-preserving metamorphic relations and applying iterative
model mutations, MT-DLComp effectively detects logic bugs in the compilation pipeline without
relying on ground-truth outputs.

9.3 Specification-based Testing

Specification-based testing focuses on validating model predictions against explicitly defined prop-
erties or constraints. Seshia et al. [210] (ATVA 2018) surveyed the landscape of formal specifications
for neural networks, categorizing properties like input—output invariances and safety constraints,
and highlighting their significance in enabling property-driven verification. Sharma et al. [212]
(ICMLA 2021) proposed MLCheck, a property-driven testing framework that allows users to for-
mally specify high-level behaviors and generate test cases via constraint solving, without requiring
user-defined test generators or manual annotations. While traditional specification-based testing re-
lies on predefined properties, recent work such as SEDE proposed by Fahmy et al. [72] (TOSEM 2023)
infers hazard-triggering conditions from observed failures and uses them as learned specifications
for retraining and safety analysis. SEDE leverages simulators commonly used in cyber-physical
domains to systematically generate inputs that resemble failure-inducing test cases. It then applies
rule learning to derive human-readable expressions that identify commonalities among failing
inputs. By combining heatmap-based clustering with tailored evolutionary search, SEDE identifies
both failure-inducing and non-failure-inducing inputs to improve root cause inference.

9.4 Analysis of Correctness Techniques

We conducted an analysis of the aforementioned 13 representative papers on deep learning testing
techniques. Our findings reveal that: the majority of these works originated from the SE com-
munity, with limited representation from the ML community. Specifically, 10 out of 13 papers
(77%) were published in established SE venues, including ICSE [97, 193], FSE [253], ASE [250],
ISSTA [67, 75, 260], and TOSEM [72]. Only one paper, MLCheck [212], appeared in a mixed Al venue
(ICMLA), and none were published in core ML conferences. This distribution reflects a clear division
of focus between the two communities. The SE community has taken a leading role in developing
testability- and verification-oriented methodologies, particularly in challenging areas such as test
oracle construction, metamorphic testing without labeled data, and specification-driven validation.
These areas align closely with core SE concerns regarding software reliability, formal reasoning,
and system-level correctness. By contrast, the ML community has largely prioritized goals such as
improving accuracy, adversarial robustness, and generalization under distribution shifts. Testing
and verification are often treated as downstream evaluation steps rather than primary research
problems. ML research favors benchmark-driven empirical evaluation over formal verification,
making correctness analysis less central in the publication pipeline.
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Finding 13: The majority of correctness-oriented testing techniques originate from the SE commu-
nity. This reflects a greater emphasis on reliability, oracle construction, and behavioral validation,
which remain underexplored in mainstream ML research.

In addition to evaluating the community distribution of correctness-oriented techniques, we also
analyzed their capacity for automation and their ease of integration into real-world deep learning
development pipelines, which are two qualities that are essential for practical deployment and
continuous validation in software engineering contexts. Our findings indicate that while most
techniques are designed with minimal human supervision in mind, they differ significantly in their
levels of automation and system integration readiness. For example, differential testing methods
such as CRADLE [193], LEMON ([253], and Muffin [97] can be seamlessly integrated into CI/CD
pipelines due to their fully automated workflows and independence from labeled data. These tools
can automatically generate tests, detect inconsistencies, and report errors across DL libraries with
minimal human intervention. Similarly, D® [248] provides automated test scenario generation for
distributed training setups, making it highly suitable for modern production-scale environments.

In contrast, some specification- and metamorphic-based methods involve manual steps or require
domain-specific simulators, which could limit their adoption. For instance, MLCheck [212] requires
developers to encode formal properties, and SEDE [72] relies on domain simulators and evolutionary
search, which could increase deployment overhead. Although these methods provide richer fault
localization and explainability, their integration into continuous development workflows may
require additional tooling and infrastructure.

Finding 14: Correctness-oriented testing techniques vary in their degree of automation and integra-
tion readiness. While many SE-developed tools support full automation and scalable deployment (e.g.,
via differential testing), others emphasize semantic expressiveness at the cost of higher integration
overhead.

10 PRIVACY TECHNIQUES
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Fig. 12. Workflow of privacy-oriented testing techniques

As DL systems become increasingly integrated into sensitive domains such as healthcare, finance,
and personalized services, concerns over the unintended leakage of private information have grown
sharply. Recent studies have shown that deep models can memorize and reveal sensitive details
from their training data, raising serious privacy risks [166]. For example, Rigaki and Garcia [202]
highlight that privacy attacks like membership inference, model inversion, and property inference
are not only technically feasible but are also becoming increasingly sophisticated, posing risks to
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both data owners and model providers. Despite this growing body of work, privacy testing has
received relatively limited attention in the software engineering testing community, with almost no
dedicated research. This reveals a significant gap between privacy-focused attack/defense research
in ML and SE-grounded testing methodologies. In the following, we review some representative
approaches in the ML community and conduct corresponding analyses. For a broader understanding
of privacy attacks and defenses in machine learning, we refer the reader to the comprehensive
surveys [166, 202]. Figure 12 presents a workflow of these testing strategies.

10.1 Membership Inference Attacks

Membership inference (MIAs) attacks are among the earliest and most extensively studied
privacy attacks, primarily focusing on determining whether a specific data record was part of a
model’s training set. Specifically, these attacks exploit differences in how a model responds to
training versus non-training samples (such as confidence scores, output distributions, loss values,
or gradients) and learn these patterns to infer whether a given input was used during training. It
was first introduced by Shokri et al. [215] (IEEE S&P 2017). They demonstrated that models trained
using popular machine learning-as-a-service (MLaa$S) platforms (e.g., Google [22] and Amazon [55])
are vulnerable to such attacks even in a black-box setting. Subsequent work broadened the scope
of MIAs along multiple dimensions. Salem et al. [207] showed that MIAs can succeed with fewer
resources, using threshold-based or metric-based confidence scores. Yeom et al. [270] introduced
the concept of advantage-based attacks, showing that MIAs can be directly linked to generalization
error, and formalized the theoretical conditions under which membership leakage is likely.

Beyond discriminative models, generative models such as GANs and VAEs were also shown to be
vulnerable. Hayes et al. [107] first demonstrated this for GANs, and later Chen et al. [33] (CCS 2020)
presented a comprehensive taxonomy of MIA scenarios based on access granularity—black-box,
white-box, and the nuanced partial black-box setting—highlighting that even limited access can leak
membership. Recently, Wu et al. [258] (ICLR 2024) proposed YOQO (You Only Query Once), a highly
efficient label-only membership inference attack that introduces the concept of "improvement area"
(i.e., region in the input space that is sensitive to the inclusion of a target sample in the training
set). By optimizing a single query sample within this region, YOQO accurately infers membership
using only one model query per target.

10.2 Model Extraction Attacks

In addition to membership inference attacks, model extraction attacks have also become a major
focus in the study of ML privacy. These attacks focus on reconstructing a substitute model by
querying the original model, thereby posing a risk to its intellectual property. Tramer et al. [234]
(USENIX Security 2016) first demonstrate the feasibility of model extraction attacks against real-
world machine learning systems. Their work showed that an adversary with black-box access to a
prediction API without any knowledge of the model’s parameters or training data can accurately
reconstruct the model’s decision logic. In many cases, they could even recover its exact parameters.

Subsequent efforts pushed the attack frontier toward more complex models. For example,
Orekondy et al. [187] (CVPR 2019) proposed Knockoff Nets, showing that vision-based deep neural
networks can be extracted using task-relevant, unlabeled data through transfer-set construction.
This demonstrated that attackers can mount effective black-box extraction even without access
to the same data distribution. Further work by Jagielski et al. [122] (USENIX Security 2020) ex-
plored high-fidelity extraction, aiming not just to reproduce output behavior but to match internal
representations, showing that even gradient information leakage can be mimicked under certain
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conditions. More recently, Rigaki and Garcia [202] (ACM Computing Surveys) reviewed the catego-
rization of model extraction attacks based on attacker goals (e.g., functionality stealing vs. model
replication) and capabilities (e.g., full prediction vector vs. label-only access). They emphasized the
growing relevance of extraction as a precursor to other attacks such as membership inference or
adversarial input generation.

Defenses have co-evolved alongside these attacks. Liu et al. [166] noted early heuristic-based
defenses, such as output truncation and access rate limiting, though these were often insufficient
against adaptive strategies. More advanced defenses like Tang et al. [226] (USENIX Security 2024)
introduced information-theoretic formulations, aiming to minimize the mutual information between
true and perturbed predictions, offering robustness against both weak and strong adversaries.

10.3 Model Inversion Attacks

In addition to membership inference and model extraction, model inversion attacks have also
emerged as a crucial category of privacy threats. They aim to reconstruct sensitive input features or
approximate raw data by analyzing the outputs of trained models. Fredrikson et al. [76] (CCS 2015)
first introduced the concept of model inversion, showing that adversaries with access to prediction
confidences can infer sensitive attributes of training inputs, such as reconstructing facial images or
genomic markers.

Later research extended inversion attacks to more complex models. Hitaj et al. (2017) [112] (CCS
2017) demonstrated that collaborative learning settings (e.g., federated learning) are also vulnerable.
By introducing a malicious participant, they used GANs to generate realistic reconstructions of
training data from other participants, despite the privacy-preserving design of the learning protocol.
This indicated that inversion threats exist even in decentralized and privacy-aware ML systems.

The integration of generative models into inversion attacks further increased their reconstruction
quality. Zhang et al. [291] (CVPR 2020) showed that by training a GAN with a publicly available prior
distribution, adversaries can effectively invert deep models to reconstruct training samples. Their
work confirmed that models with high accuracy often memorize input-specific information, making
them more vulnerable. Recently, the focus has shifted toward query-efficient black-box inversion.
Li et al. [161] (CVPR 2025) proposed SMILE, a novel inversion framework that significantly reduces
the number of queries required while maintaining high-fidelity reconstruction. SMILE achieves
this through a surrogate-based initialization and a gradient-free search process in the generative
model’s latent space, enabling practical inversion in more realistic threat settings.

10.4 Property Inference Attacks

Property inference attacks aim to extract statistical or structural attributes of the training dataset
(e.g., class distribution, data collection environment, or demographic composition) that are not
directly exposed in the model’s inputs or outputs. Property inference attacks are not yet as widely
studied or deployed as membership inference or model extraction attacks, but they represent an
important and growing area of research. This class of attacks was first systematically explored
by Ganju et al. [80] (CCS 2018), who showed that fully connected neural networks can leak
global properties of their training data through their learned parameters. Their work addressed
the challenge of neuron permutation invariance by proposing two technical solutions: a neuron
sorting procedure to create a canonical representation, and a DeepSets-based meta-classifier that
naturally accommodates permutation invariance. This resulted in improved inference accuracy
across multiple benchmark datasets.
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Building on this foundation, property inference was extended to more complex model architec-
tures and data modalities. For example, Melis et al. [179] (SP 2019) demonstrated that collaborative
learning systems (such as federated learning) can leak unintended properties through gradient up-
dates, even when individual data samples are never shared. These works highlighted that property
inference is not limited to centralized, parameter-access scenarios, but also applies to real-world
decentralized DL pipelines. More recently, Yuan et al. [274] (NeurIPS 2024) advanced the field
by focusing on graph neural networks (GNNs), where structural and relational properties are of
particular interest. Their proposed attack replaces the costly shadow training approach with a model
approximation strategy, achieving high performance at lower computational overhead. Moreover,
they introduce diversity-enhancing techniques based on edit distances and approximation error
bounds, which improve attack generalizability across different graph distributions.

10.5 Analysis of Privacy Techniques

Based on the review of the above papers, we observe that privacy testing has emerged as a well-
established research direction in the machine learning (ML) community, but remains underexplored
in software engineering (SE). The ML community has developed a rich taxonomy of privacy
attacks (including membership inference, model extraction, inversion, and property inference) with
growing empirical effort. Techniques range from classical statistical exploits to modern generative-
model-based strategies (e.g., GAN-driven inversion, label-only attacks, query-efficient extraction),
typically evaluated across benchmarks and threat models. This line of work reflects a security-
centric paradigm: understanding how sensitive information leaks and under what conditions
models fail to preserve data confidentiality. In contrast, the SE community has paid relatively little
attention to privacy testing. While SE research has adapted classical techniques (e.g., for robustness
or fairness testing), there is a lack of systematic methodologies for assessing privacy leakage
in learning-enabled systems. This gap reveals an underexplored direction: integrating privacy
evaluation into the broader software testing lifecycle, where privacy risks could be proactively
identified, monitored, and mitigated as part of standard pipelines.

Finding 15: Privacy testing in the ML community has evolved into a well-defined research area
with standardized attack taxonomies, formal threat models, and empirically validated methods. In
contrast, the SE community has yet to establish dedicated privacy testing methodologies, revealing
a significant gap between privacy-centric security research and software testing practices.

11 CHALLENGES AND OPPORTUNITIES

In this section, we outline the key challenges that hinder the development and deployment of
effective deep learning testing techniques, and highlight emerging opportunities that may drive
future research directions.

11.1 Challenges in DL Testing

11.1.1  High Cost of Labeling and Expert Dependency.

Many state-of-the-art testing techniques rely on labeled test sets to evaluate performance or
detect faults. However, the labeling proces (particularly in safety-critical domains like medical
imaging or legal document classification) could require substantial manual effort and domain
expertise, making the testing process costly. Furthermore, manual labeling at scale could introduce
additional problems. Human annotators may produce inconsistent labels due to subjectivity, fatigue,
or ambiguity in the data. As a result, label noise could undermine the validity of testing metrics
and may lead to false conclusions about model performance. Additionally, as deep learning systems
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evolve and new data continuously arrive, the need for repeated labeling could intensify, resulting
the cost and scalability bottleneck.

11.1.2  Oracle Uncertainty in DL Testing.

Unlike traditional software systems with deterministic behaviors, deep learning models operate
on probabilistic inference, making the definition of ground-truth oracles typically ambiguous. This
uncertainty impairs the validation of model predictions, especially for complex tasks such as image
generation, sentiment classification, or multimodal reasoning. The absence of explicit test oracles
complicates the design of adequacy metrics and the interpretation of testing outcomes.

11.1.3  Lack of Unified Testing Standards. The proliferation of diverse testing criteria (e.g., neu-
ron coverage, surprise adequacy, mutation score) has resulted in a fragmented landscape where
comparison across techniques remains challenging. The absence of standard evaluation protocols,
benchmarks, or test adequacy definitions limits reproducibility and inhibits the integration of
research outcomes.

11.1.4 Insufficient Testing of Non-Standard Learning Paradigms.

Most existing testing methods are optimized for supervised classification tasks, while other
paradigms such as generative modeling, reinforcement learning, and online learning receive com-
paratively limited attention. These learning settings pose unique testing challenges, such as delayed
rewards, dynamic environments, or non-deterministic outputs.

11.1.5 Generalization Under Distribution Shifts.

Numerous testing techniques typically assume that test data shares the same distribution as
training data (in-distribution). However, real-world deployments frequently face distribution shifts,
either natural (e.g., environmental changes, user behavior) or synthetic (e.g., corruptions, adversarial
perturbations). Such shifts can significantly degrade model performance and expose vulnerabilities
not captured during in-distribution testing.

Despite its practical importance, most existing methods lack mechanisms to simulate or evaluate
robustness under distribution shift. Traditional accuracy metrics typically ignore performance
drops in specific subgroups or rare conditions. Although benchmarks like ImageNet-C [111] and
WILDS [142] have been proposed, well-organized shift-aware testing remains limited in practice.

11.2 Research Opportunities in DL testing

11.2.1 Zero-Label Testing.

Emerging paradigms in self-supervised learning and representation analysis offer promising
directions for label-efficient testing. Techniques such as AETTA [148] and Aries [116] demonstrate
how model outputs and internals can serve as proxies for error likelihood, enabling test selection
and accuracy estimation without any ground truth labels. This direction is particularly promising
for online testing, continuous integration, or deployment-time monitoring, where labels are either
unavailable or delayed. Further research can explore combining zero-label testing to build more
adaptive and label-efficient testing pipelines.

11.2.2  Benchmarking Under Realistic Data Shifts.

Deep learning models typically suffer performance degradation when faced with data that
deviates from the training distribution. Such distribution shifts. While existing benchmarks such as
ImageNet-C/A/R/O and WILDS have made progress in assessing robustness under controlled and
natural shifts, their coverage remains limited in modality, dynamics, and evaluation scope. Future
research could focus on constructing multi-modal and task-diverse benchmark suites that more
accurately reflect real-world deployment conditions. In addition, the development of standardized
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evaluation protocols will be crucial to enabling fair comparisons and advancing shift-resilient
model design.

11.2.3  Continual Testing under Concept Drift. In real-world applications, input distributions shift
over time (a phenomenon known as concept drift) which means that the ground truth could evolve
as time progresses. Existing test suites are typically static and thus fail to capture such dynamic
changes. Future research could explore continual testing pipelines, leveraging techniques from
online learning, adaptive sampling, and streaming data to maintain test effectiveness in the presence
of temporal drift.

11.2.4 Testing Multimodal Deep Learning Systems.

With the rise of multimodal architectures such as CLIP [196], Flamingo [7], and GPT-4V [3], deep
learning systems now process inputs across multiple modalities (e.g., text, images, audio). However,
testing methods remain largely unimodal, failing to capture cross-modal inconsistencies or modality-
specific vulnerabilities. Opportunities lie in: 1) designing cross-modal test adequacy metrics; 2)
generating coherent multimodal adversarial examples and 3) detecting semantic inconsistency
across modalities (e.g., image describes a cat but text refers to a dog).

11.2.5 Fairness Testing for Multimodal and Generative Models. Fairness testing and social bias
detection remain insufficiently studied in the context of multimodal and generative models. For
instance, models that generate text from images may inadvertently propagate gender or racial
biases present in either modality. There is a growing need to develop testing techniques tailored
to this setting, including multimodal fairness test generation, cross-modal counterfactual fairness
evaluation, and demographic group sensitivity analysis, to ensure that deep learning systems make
fair decisions.

12 CONCLUSION

This paper presents a comprehensive survey and taxonomy of testing techniques for deep learning
(DL) systems, covering 236 studies across six key quality properties: efficiency, robustness and
security, fairness, interpretability, correctness, and privacy. Through a fine-grained taxonomy
and in-depth analysis of the surveyed papers, we provide a detailed landscape of DL testing,
highlighting current research hotspots and obtaining several crucial findings. The study also
identifies key challenges and highlights future research opportunities for testing in DL domains. We
hope this work provides a useful reference for understanding the current landscape of DL testing.
By organizing existing studies, highlighting challenges, and summarizing emerging trends, we aim
to support future efforts toward improving the reliability and trustworthiness of DL-based systems.

AVAILABILITY
Our package is available at

https://github.com/yinghuali/Survey.
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